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Abstract

We presentMixminion,a messge-basecanonymouse-
mailer protocol with secue single-usereply blodks. Mix
nodescannotdistinguishMixminionforward messgesfrom
reply messges, so forward and reply messges shae the
sameanonymityset. We add directory serves that allow
usesto learnpublickeysandperformancestatisticsof par-
ticipating remailess, and we describenymserves that pro-
vide long-term pseudonymsising single-usereply blocks
as a primitive. Our designintegrateslink encryptionbe-
tweenremailes to provide forward anonymity Mixminion
worksin a real-world Interneternvironment,requireslittle
syndironizationor coordination betweennodes,and pro-
tectsagainstknownanonymity-beakingattadks aswell as
or betterthanothersystemsvith similar designparametes.

1. Overview

Chaum rst introducedanorymous remailersover 20
yearsago [7]. The researchcommunity has since intro-
ducedmary new designsandproofs[1, 14, 16, 19, 28, 29,
anddiscovereda variety of new attacks3, 5, 6, 9, 23, 35].
But becausenary of thenewerdesigngequireconsiderable
coordinationsynchronizationbandwidthor processinge-
sourcesdeployed remailersstill use Cottrell's Mixmaster
designfrom 19948, 26]. Herewe describeMixminion, a
protocolfor asynchronoudposelyfederatedemailersthat
maintainsMixmasters e xibility while addressinghe fol-
lowing aws:

Replies: Mixmasterdoesnot supportrepliesor anory-
mousrecipients— peoplewho want thesefunctions
mustusethe older andlesssecureCypherpunkType
| remailerdesign[31], which is vulnerableto replay
attacks.We introducea new primitive calleda single-
usereply block (SURB), which makes repliesas se-
cureasforward messaged-urthermoraén Mixminion
theremailergshemselescannotistinguishreply mes-
sagesrom forward messagesWe alsodescribehow
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to usetheseSURBSsto securelybuild higherlevel sys-
temssuchas nymseners. By integratingreply capa-
bilities into Mixminion, we can nally retirethe Type
| remailernetwork.

Forward anonymity: MixmasterusesSMTP (normal
mail) for transport. We use TLS over TCP for link

encryptionbetweerremailersanduseephemerakeys

to ensureforward anorymity for eachmessagelLink

encryptionalsoblocksmary active andpassie attacks
onthecommunicatiorinks.

Replay prevention and keyrotation: If anadwersary
recordgheinputandoutputbatchef a mix andthen
replaysa messagethat messaga decryptionwill re-
mainthesame.Thusanattacler cancompletelybreak
the securityof the mix-net[7]. Mixmaster2.0 offered
replay preventionby keepinga list of recentmessage
IDs — but becausét expired old entriesto keepthe
list short, the adwersarysimply hasto wait until the
mix hasforgottena messagandreplayit. Newer ver-
sionsof Mixmasterkeepa replaycacheandalsodis-
cardmessagemorethanacertainnumberof daysold.
To block timestampattacks,clients randomlyadd or
subtracta few daysfrom the timestamp.But this ap-
proachmaystill be opento statisticalattacks;seeSec-
tion 5.4. Mixminion insteadcountergeplaysby intro-
ducingkey rotation:amessagés addressetb agiven
key, andafterthe key changesio messageto the old
key will be acceptedso the mix canforgetaboutall
the messageaddressedo old keys. The numberof
IDs a nodeneedsto remembeibetweerkey rotations
is nottoo greata burden.

Exit policies: Exit aluseis a seriousbarrierto wide-
scale remailer deployment: most Internet Service
Providers (ISPs) do not tolerate systemsthat poten-
tially deliver hate mail, etc. Mixminion provides a
consistenmechanisnior eachnodeto specifyandad-
vertisean exit policy. We further describea protocol
which allows recipientsto opt out of receving mail
from remailers but at the sametime malesit dif cult



for an adwersaryto dery serviceto interestedrecipi-
ents.

Integrated directory sewvers: Mixmasterusesser-

eralad hocapproacheto distribute informationabout
remaileravailability, performanceandkeys. But the
factthatusersandremailersoperatewith differentin-

formationintroducegpartitioning attacks.Mixminion

usesa small group of synchronizededundantdirec-
tory senersto provide uniform informationaboutthe
network.

Dummy trafc:  Cottrell briey mentionsdummy
messagem [8], but they arenot partof the speci ca-
tion [26]. Mixminion usesa simpledummypolicy for
now, but becauseve useourown transportwe support
mary link paddinganddummytrafc schemes.

We review mixesandmix-netsin Section2, describeour
goalsand assumptionsn Section3, andthenaddresghe
above list of improvementsn Sections4-7. We thensum-
marizehow our designstandsupto known attacksandcon-
cludewith alist of openproblems.

2. Background

Chaumintroducedthe conceptof usingrelay seners,or
mixes for anorymouscommunicationg7]. Eachmix has
a public key which sendersiseto encryptmessageso it.
Themix accumulates batchof theseencryptednessages,
decryptghem,anddeliversthem.Becausadecryptedut-
putmessagéooksnothinglik e theoriginal encryptednput
messageandbecauséhe mix collectsa batchof messages
andthensendsout the decryptedmessagem arearranged
order an obsener cannotlearn which incoming message
correspondgo which outgoingmessage.Chaumshowved
thesecurityof amix againstpassiveadvesarywhoeaves-
dropson all communicationsut is unableto obsene the
reorderinginsidethe mix. P tzmann x ed a weaknessn
Chaums original schemebasedon the propertiesof raw
RSA encryption[32].

However, trustinga singlemix is dangerousthe mix it-
self could be controlledby an adwersary Thereforeusers
sendtheir messageshrough a seriesof mixes: if some
of the mixesare honest(not run by the adwersary),some
anorymity is presered. In someschemessuchas Mix-
master[26] andBabel[14], the senderchooseghe mixes
that make up her message path. Speci cally, when Al-
ice wantsto sendan anorymousmessagédo Bob through
mixes , ,and ,sheencryptshermessagsucces-
sively with the public keys of the mixesin reverseorder
Sheincludesrouting informationat eachhop, so thateach
mix recevesthe addresof alongwith the mes-
sageintendedfor (all encryptedunder ‘s public

key).

A mix network where Alice choosesher route freely
from all mixesis calleda free-ioute network. Anotherap-
proachis a cascadenetwork, wheresenderchoosefrom a
setof x edpathshroughthemix-net. Cascadesanprovide
greateranorymity againstan adwersarywho owns mary
mixes [6], but they are also more vulnerableto blending
attackssuchastrickle or ooding attackg36]. Furthercas-
cadenetworks arguably have lower maximumanorymity
becausehe numberof peopleAlice canhide among(her
anonymityse) is limited to the numberof messageshe
wealestnodein hercascadeanhandle.In afree-routenet-
work, largeranorymity setsarepossiblebecauseno single
mix actsasabottleneck:mary mixeshandletraf ¢ in paral-
lel asmessagetaversethe network. Mix cascadeesearch
includesreal-timemixes[18] andwebmixes[4].

More complex designsuse zero-knavledgeproofs and
strongerassumptionsto guaranteedelivery or to detect
andexcludemisbehaing participants.Theseinclude ash
mixes [16], hybrid mixes[17, 29, and provable shufes
[13, 28]. The propertiesof thesedesignsareappealingbut
they are often impracticalsincethey assumeairly strong
coordinationand synchronizatiorbetweenthe mixes and
imposea heary computationaland communicationover-
head.

Somemix-netdesignsallow recipientso constructeply
blocks that allow othersto sendmessageto themwithout
knowing their identities. A reply block containsonly the
routing portion of a messagethe actualcontentsare ap-
pendedby the userwho eventuallysendsa messagéo the
recipient.In this casethe contentsareeffectively encrypted
ateachstepin the pathratherthandecrypted.Therecipient
knows all the keys usedin the reply block andcanpeeloff
all thelayersof encryptionwhenthe messagarrives.Such
a designwas rst introducedby Chaum[7] and later ex-
tendedn Babel[14]. However, Babelsrepliesareindistin-
guishabldrom forwardmessagesnly by passve obseners
— themix nodescanstill tell themapart.Babelsreply ad-
dressesrealsomultiple-use makingthemlesssecurethan
forwardmessagedueto replayvulnerabilities.

The rst widespreadpublic implementationsof mixes
were producedby contributorsto the Cypherpunkamail-
ing list. These'Typel” anonymousemaileis wereinspired
both by the problemssurroundingthe anon.penet.fi
service[15], and by theoreticalwork on mixes. Hughes
wrote the rst Cypherpunk anorymous remailer [31];
Finnegy followed closely with a collection of scripts that
usedPhil Zimmermanns PGPto encryptand decryptre-
mailedmessaged.ater, Cottrellimplementedhe Mixmas-
tersysteny8, 26], or “Typell” remailerswhichaddedmes-
sagepadding,messageools,andothermix featuredack-
ing in the Cypherpunkemailers.



2.1 Known attacks againstmix-nets

Attacks againstmix-netsaim to reducethe anorymity
of usersby linking anorymoussenderswith the messages
they send,by linking anorymousrecipientswith the mes-
sagegshey receve, or by linking anorymousmessagewith
oneanothel35]. Attackersmaytracemessagethroughthe
network by observingnetwork traf c, compromisingmixes,
compromisingkeys, delayingmessageso they standout
from othertrafc, oralteringmessagei transit. They may
learnagivenmessagadestinatiorby ooding thenetwork
with messagegseplayingmultiple copiesof a messageor
shapingtraf ¢ to isolatethe targetmessagdrom otherun-
known trafc. Attackersmay discourageusersfrom using
honesmixesby makingthemunreliable.They mayanalyze
interceptednessagéeext to look for commonalitiebetween
otherwiseunlinkedsendersFinally, evenif all otherattacks
arefoiled, a passve adwersarycanmountalong-terminter-
sectionattad to correlatethe times at which sendersand
receversareactive[6].

We discusseachof theseattacksin more detail below,
alongwith the aspectsof the Mixminion designthat pro-
vide defenseWe provide a summaryof the attacksandour
defenseggainsthemin Section9.

3. Designgoalsand assumptions

Mixminion bringstogetherthe currentbestpracticalap-
proachedor providing anorymity in a batchingmessage-
basedfree-routemix environment. We do not aim to pro-
vide a low-lateng/ connection-orientedervicelike Free-
dom[37] or Onion Routing[39]: while thosedesignsare
more corvenient for common actvities like anorymous
webbrowsing,theirlow lateng necessarilympliessmaller
anorymity setsthanwith slower, message-baseskrvices.
Indeed we intentionallyrestrictthe setof optionsfor users:
we provide only oneciphersuite andwe avoid extensions
that would help an adwersarypartition the anorymity set.
Theseassumptionteadto thefollowing designgoals:

First of all, the systemmustbe simpleto deploy Past
systemshave never foundit easyto geta reliablegroup of
mix operatorso run long-lived seners. Mixminion must
addasfew technicalbbarriersaspossible Thusour protocol
usesclock synchronizatioronly to noticewhenamix's key
hasexpired,achievesacceptablgerformanceon commod-
ity hardware, requireslittle coordinationbetweenseners,
and can automaticallyhandleseners joining and leaving
thesystem.

Furthermorethe systemmustbe simplefor clients Be-
causesoftwareadoptionhasalsobeena barrierto pastsys-
tems,we attemptto make the requirement$or sendersand
receversaslow aspossible.Thus,only userswho receve
anorymity from thesystenmustrun specialsoftware—that

is, usersshouldbe able to receve message$rom anory-
moussendersand sendmessageto anorymousrecipients
with a standardemail client. (Non-anotymousrecipients
receve messagesia e-mail; non-anoymoussendersus-
ing reply blockssendmessagesgia e-mailgatevays.)Users
mustalsobe ableto sendandreceve anorymousmessages
using only commodity hardware. Finally, althoughusers
with persistentetwork connectionsare necessarilymore
resistanto intersectiomattacksthanuserswith intermittent
connectionsthe systemmustoffer the latter usersasmuch
anorymity aspossible.

We chooseto drop padet-level compatibility with Mix-
masterand the Cypherpunkremailer systemsin order to
provide a simpleextensibledesign.We canretainminimal
backwardscompatibility by “remixing” Type Il (Mixmas-
ter) messagemside Type lll (Mixminion) messageghus
increasinganorymity setsin the Typelll network. (A Type
Il messagé&ravelingbetweerbackward-compatibl@ypelll
remailerds encryptedo thenext remailerin thechainusing
its Typelll key, andsentasa Typelll encryptedmessage.
Therecipientdecryptst to revealthe Typell message.)

For our threat mode| we assumea well-fundedadwer-
sarywho canobsenre all traf ¢ on the network; who can
generatemodify, delete,or delaytrafc on the network;
who canoperatemixesof its own; andwho cancompromise
somefraction of the mixeson the network. Our adwersary
triesto link sendersandrecevers,to identify the senderor
recever of agivenmessagepr tracea senderforward (or a
recever backward)to its messages.

The Mixminion designtriesto make it ashardaspossi-
ble for anadwersaryobservingthe network to gainary ad-
ditional informationaboutcommunicatingpartnersbeyond
its a priori belief. It doesthis by providing very little in-
formationto outsideobseners,andintermediatenodes,to
avoid intersectionattacks.In particular evenintermediary
nodesare not aware of the actualroute length (which can
beaslong as32 hops)or their positionin the network. Fur-
thermore the processindor repliesis exactly the sameas
for normalmessagesndit is thereforedif cult to partition
theanorymity setsby distinguishingbetweerthem.

4. The Mixminion Mix-net Design

Mixminion usesafree-routemix-netjustlike Mixmaster
[26] andBabel[14]. Mixminion's principaldifferencerom
earliermix-netdesignds the mechanisnit usesto support
reply messagewith the sameprocessingnachineryasfor-
ward messageayhile atthe sametime resistingthe attacks
describedhbove.

Mixminion doesnot implementreusablereply blocks,
suchasthosein the Cypherpunkremailerandin Babel.
They arecorvenient,but they poseasecurityrisk — by their
very naturethey let peoplesendmultiple messagethrough



them. An attacler canusethis propertyto tracethe recip-
ient's path: if two incoming batchesboth include a mes-
sageto the samereply block, thenthe next hop mustbein

theintersectiorof both outgoingbatches.To preventthese
replays,Mixminion providesonly single-usereply blocks
(SURBSs).Sincerepliesmayberarerelativeto forwardmes-
sagesandthusmucheasierto trace,the Mixminion proto-
col makesreply messagedistinguishablerom forward
messagesvenfor the mix nodes. Thusforward andreply
messagesansharethe sameanorymity set!

Mixminion'sreply modelrequiresanorymousrecipients
to keepone secretfor eachnym they maintain. The -
nal headeiof the SURB includesa seed(symmetricallyen-
cryptedto thatnym's secret) from which the recipientcan
deriveall thesecreteededo strip thelayersof encryption
from the receved messageTherecipientkeepsa separate
secretfor eachnym in orderto block attacksto link the
nyms. For example,if Alice is talking to Bob andCharlie
and guesseshey arethe sameperson,shemight reply to
Bob's mail usingCharlie's reply block; if Bob respondsas
normal,herguessvould be con rmed.

Therestof this sectiondescribeghe mechanisnfor se-
curereplies, its integrationwith the normal senderanory-
mousmessagelelivery, andhow we defeattagging-related
attacks.

4.1 Recipient anonymity and indistinguishable
replies

Mixminion allows Alice to sendmessage® Bobin one
of threeways:

1. Forward messagewhereonly Alice remainsanory-
mous.

2. Direct Reply messageswvhere only Bob remains
anorymous.

3. Anonymized Reply messagesvhere Alice and Bob
remainanorymous.

The fact that forward messagesre indistinguishable
from replies, however, makesit more dif cult to prevent
tagging attadks Sincethe authorof a SURB cannotpre-
dict the messagehat will be attachedo it, a hashof the
entiremessageannotbeincludedin the SURB. Therefore,
sincewe chooseto make forward messageandrepliesin-
distinguishableye cannotincludehashedor forwardmes-
sagesither Taggingattacksandour approactto prevent-
ing them,arediscussedn moredetailin Sectior4.2.

Messagesre composef a headersectionanda pay-
load. We divide a messaga pathinto two legs, and split

INotethatrepliesarestill wealer thanforward messagesanadwersary
cansuccessely force intermediatemixesto reveal the next hop of the
reply block until its originatoris reached.

Anonymized

Forward Reply

Direct Reply Header Subheader
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Subheader | | Version
. | Shared Secr
", | Digest
"[ Next Addres:

Sender Oniol

Second Leg|
16 subheaders Sender Oniol
2kb size

\
Single Use |
Random Dat: Reply Block \\
. |upto16

\ | subheaders
', | padded to
\| 2kb

Payload | Payload
28kb size

Payload Payload

Figure 1. Header con gurations for diff erent

anonymity functions

theheadesectioncorrespondinglynto amainheadeanda
secondarjeaderEachheadeis composeaf upto 16 sub-
headerspnefor eachhop alongthe path. Eachsubheader
containsa hashof the remainderof its headeras seenby
that mix, sowe cando integrity-checkingof the path (but
notthe payload)within eachleg. Eachsubheadealsocon-
tains a mastersecret,usedto derive a symmetrickey for
decryptingthe restof the message.To make surethat the
hashmatchesventhougheachhop mustrepadthe header
to maintainconstantimessagdength, we needto add pre-
dictablepaddingto the endof the headerithe mix appends
anappropriatenumberof zerobits to the headeraftermes-
sagedecryption,anddecryptsthosealso. A securityproof
for asimpli ed versionof this approactis givenin [25].

Each subheadealso includesthe addressof the next
nodeto whichthemessagshouldbeforwarded alongwith
its expectedsignature(identity) key ngerprint — the mix
refusego deliverthemessageintil thenext hophasproved
its identity.

For forward messagesAlice provides both legs. For
anorymousreplies,Alice usesBob'sreply block asthesec-
ondleg, andgeneratelerown pathfor the rst leg. Tosend
adirectreply, Alice canusean emptysecondeg, or send
the reply block and messagéo a mix that canwrap them
for her Figurel illustratesthethreeoptions.

When Alice createsher messagesheencryptsthe sec-
ondaryheadermwith a hashof her payload(aswell asthe
usuallayeredonionencryptions) Alice'smessagéraverses
the mix-netasnormal(every hop pulls off a layer, veri es
the hashof the currentheader and puts somejunk at the
end of the header)until it getsto a hopthatis marked as
acrosswer point. This cross@er point performsa “swap”
operation:it decryptsthe secondanheademwith the hash
of the currentpayload,and then swapsthe two headers.
The swap operationis detailedin Figure2 — speci cally,
the normal operationsdone at every hop are thoseabove
the dottedline, and the operationgperformedonly by the
crosseer point are thosebelow the dottedline. We use
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a keyed encryptionprimitive, labeled“LBC” (for Large-
Block Cipher),to encryptthe secondheaderandthe pay-
load. This primitive needgo have certainproperties:

TheLBC operationmustpresere length.

Without knowing the key, it shouldbe impossibleto
recognizethe decryptionof a modi ed block, or to
predictthe effect of a modi cation on the decrypted
block.

The decryptionand encryptionoperationsshould be
equallysecurewhenusedfor encryption.

To fulll the above requirementswe use a variable-
lengthblock cipheradaptedo the lengthof the payload—
thatis, acipherthatactsasa permutatioronablockthesize
of its input (a heademr the payload).Onecandidatas LI-
ONESS[2]. Thecryptographigropertyrequiredis that of
a superpseudo-randomermutation(a.k.a. strongpseudo-
randompermutationjor SPRP[20].2 Thusif ary bit of the
encryptednaterialis changedthedecryptionwill look like
randombits. An SPRPis alsoequallysecurdn theencryp-
tion anddecryptiondirections.In thefollowing sectionwe
describehow this approachelpsprotectagainstagging.

4.2 Defensesgainsttagging attacks

To motivate the Mixminion design,we describean at-
tack that works againstmary mix-netprotocols,including
MixmasterandBabel.

A tagging attad is an active attackin which a message
is modi ed by altering part of it (for exampleby ipping

2Thewealer PRPpropertymaybesufcient, giventhatpreventingre-
playslimits the numberof oraclequeriesto 1; thiswill needfurtheranaly-
sis. In thatcasethe simplerBEAR construction[2] could be usedinstead
of LIONESS.

bits) sothatit canberecognizedaterin the path. A later
mix controlledby the attacler canrecognizetaggedmes-
sagesecausehe headeror the body doesnot conformto
the expectedformatwhendecrypted.Also, the nal recip-
ient canrecognizeataggedmessagéor which the payload
hasbeenaltered.Thus,anattacler canusetaggingto trace
amessagédrom the point at which it is taggedto the point
atwhichthe corruptedoutputappears.

Checkingtheintegrity of hopheadersndividually is not
sufcient to preventtaggingattacks.For example,in Mix-
masteteachhopheadercontainsa hashof theother elds in
thatheadel[26]. Eachmix in the pathcheckstheintegrity
of its own headeranddropsthe messagémmediatelyif it
hasbeenaltered.However, anattackingmix canstill altera
headetthatwill be decryptedbnly after severalmorehops,
andsotaggingattacksarestill possible.

Themoststraightforvardway to preventtaggingattacks
is to verify theintegrity of thewhole messagatevery hop.
For forward messageghen, the paddingaddedto a mes-
sagemust be derived deterministically so that it is possi-
ble to calculateauthenticatiortagsfor the whole message
at eachhop. But the situationbecomesnore complicated
whenreply messageareintroduced- the payloadandthe
reply block are createdby differentusers. It is impossi-
ble for the creatorof the SURB to includein the headera
checksumof a messagéie doesnot yet know. Therefore
corventionaltechniguesuchassemanticallysecureor ran-
domizedencryption,that make surean adwersarydoesnot
gainary informationby sendingnalformedmessageto the
mix (sincethe mix actsasa decryptionoracle),cannotbe
used.

Mixminion usesa hybrid strateyy to protectagainsisuch
attacks: we use cryptographicchecksumgo protectthe
headersandthe “swap” stepdescribedabore insuresthat
the addressingnformation containedn the headerss de-
stroyedif thepayloadis modi ed by anadwersary

If the Mixminion designdid not requirethe crossaer
point, an adwersarycould mounta taggingattackby mod-
ifying the payloadof a forward messageasit leavesAlice
andrecognizingit later whenit reacheBob. For exam-
ple,if ourencryptionmechanisnwereanordinarycounter
modecipher anadwersarymightalteraspeci ¢ bytein the
payloadof a messageenteringthe mix-net. Since mary
of the outgoingmessagesvill be in part predictable(ei-
therentirely plaintext, or with predictablePGPheadema-
terial), the adversarycould later obsene messagesxiting
the mix-netandlook for payloadsthat have a correspond-
ing anomalyatthatbyte. OtherciphermodessuchasCipher
Block Chaining(CBC) presentomparablgroblemssince
whole blockswould look like randombytesinsteadof the
normalpayload.

We usea large-blockcipherasdescribedn the previous
sectionto minimizetheamountof informationanadwersary



canlearnfrom tagging.If hetagsa messagéeaving Alice,

the payloadwill be entirely randomwhenit reachesBob.

Thus,anadwersarywhotagsamessageanatworstturnthe
correspondingayloadinto trash(pseudorandorhit strings
entirelyunpredictableo the attacler).

We brie y consideredntroducingcovertrash dummy
messagedesignedo look liketaggednessageso frustrate
thesetaggingattacksbut thatproblemis ascomplec asthe
dummytrafc problem[5]. Insteadwe usethe“swap” step
atthe crosswer pointto preventthe attacler from learning
informationfrom taggingattacks. Theseconcheadeof the
messagewhich containsthe pathto the nal destinatiorof
theforwardpath,is encryptedy thesendemwith thehashof
the payloadthatis to arrive atthe mix. The mix thenneeds
to performthe decryptionandswap the rst headeffor the
seconcbne.Our securityargumenthasthreecases:

Forwardmessagesdf themessagés taggedduringthe
rst leg, thesecondheadeis unrecaverable andsothe
adwersarycannotlearnthe intendeddestinationof the
messagelf the messagés taggedduring the second
leg, thenthe rst leg hasalreadyprovidedanorymity,

andsotheadwersarycannotiearnthesender

Directreply messagessincethe decryptionalgorithm
providessecreg equivalentto encryptiontheeffectis

similar to encryptingthe payloadat eachstepalonga

reply block. Only therecipientcanlearn,afterpeeling
off all layers,whetherthe messagéasbeentagged.
Thus tagging attacksare uselessagainstdirect reply

messages.

Anonymized reply messages:as with forward mes-
sagesif the rst legis taggedhe seconcheadeiis un-
recoverable— soanadwersarywill neverlearnthatthe
messagaevasaddressedbo a reply block. And aswith
directreply messagespnly the recipientcanlearnif
thesecondeg is tagged.

While direct reply messagesio not needa crosseer
pointin the path(the adversarycannever obsere his tag),
forward messagestill needa crosseer point to prevent
end-to-endagging. But sincethe rst leg eitherprovides
sufcient anorymity or destrgs the informationaboutthe
secondleg, the secondleg in a forward messagecan be
short. At the extreme,the rst hop in the secondheader
could directly specifythe messageecipient. However, the
choiceof crossw@er point canstill revealinformationabout
the intendedrecipient(imagine that somemixes only al-
low outgoingmail to local addressesf sucha nodegetsa
cross@ermessagéhathasbeentrashedijt mightguesghat
the recipientis oneof thelocal addressesjndso we rec-
ommendhatthesecondeg beatleastafew hopslong. We
usea pathlengthof 4 hopsperleg, but with only 2 hopsin
thesecondeg of aforwardmessage.

It is worth notingthatwhile semanticallysecureencryp-
tion cannotbe useddirectly to solve the problemof tagging
attacksin Mixminion, the structureof the operationgper
formed on the messageasit travels throughthe network
is similar to the Luby-Racloff [20] structure.In particular
thefactthatthe headerdepend®n thebodyandviceversa
malkessurethatif the messagés taggedin any way it will
becomeentirely differentfrom what wasintended,andits
contentswill provide no informationat all to an attacler.
Mixminion is the rst systemto ourknowledge,to achieve
this propertyby distributing the operatiorof acipheracross
mary nodesof amix network.

No mix exceptthe cross@er point cangetary informa-
tion distinguishingforward messagefrom replies. While
the cross@er point cannotbe certainwhetherthe message
thatit is processings a forwardmessager areply, it does
gain partial information becausecross@er points are less
frequenton forward paths,andthereforea messagevhich
is crossing-oeris morelikely to beareply message.

4.3 Multiple-messagetagging attacks

The above designis still vulnerableto a subtleanddan-
gerousattack.If Alice sendsagroupof messagealongthe
samepath,the adwersarycantag someof thosemessagas
they leave Alice, recognizethe pattern(numberandtiming
of taggedand untaggedmessagesat the crossaer point,
and obsene wherethe untaggedonesgo. With someas-
sumptionsaboutour adersarywe canreducethis attackto
atrafc con rmation attackwe're alreadywilling to accept:
whenAlice sendsa bunchof messageghe adwersarycan
countthemandlook for the patternlater He canalsodrop
someof themandlook for resultingpatterns.

The adwersarycan only recognizea tag if he happens
to own the cross@er point that Alice chooses.Therefore,
Alice picks crosswer pointsfor hermessage$;to match
a tag signaturewith certainty an adversarywould have to
ownall crosseerpoints.(And eventhen,it seemsarder
asthe subsetof her messagewould overlapwith subsets
of messagefom othersenders.)

The key hereis thatwhenthe adwersarydoesnt own a
given crosseer point, taggingmessageslestinedfor that
crosseer is equivalentto droppingthem. The crosseer
pointin questionsimply doesnt deliver the messagéo the
secondeg. Therefore,if the adwersarydoesnt own most
of the cross@er points that Alice chooses,a successful
multiple-messagtggingattackseemsnfeasible We leave
asecurityanalysisof themultiple-pathsdeato futurework,
but seeSection8.

SWe canprevent the adersaryfrom usingdivide-and-conqueon Al-
ice's groupingsif Alice usesa hybrid path startingwith a shortcascade
— soevenif theadwersarytagsa subsebf themessageble doesnt knowv
(unlessheownsthewhole cascadejhe groupingsof taggedmessages.



5. Other designdecisions
5.1 Forward securelink encryption andits bene ts

Unlike remailerTypesl andll thatusedSMTP[33] (or-
dinary Internete-mail) astheir underlyingtransportmech-
anism, Mixminion clients and nodescommunicateusing
a forward secureencryptedchannelbasedon TLS [10].
TLS allows the establishmenbf an encryptedtunnel us-
ing ephemeraDif e-Hellman key negotiation. In orderto
guaranteghatthe receving endis the oneintendedby the
creatorof theanorymousmessagethereceving nodesigns
the ephemerakey. As soonasa sessiorkey hasbeenes-
tablishedthe partiesdestry their Dif e-Hellman keys and
begin sendingnessagethroughthetunnel.After eachmes-
sagethepartiesperformastandardkey updateoperatiorto
generatea fresh sessiorkey anddeletethe old key mate-
rial. Key updatedon't requireary asymmetricencryption
techniquesandsoarerelatively fast.

The purposeof link encryptionis to provide forward se-
creg/: oncetheephemeralink keys have beendeletednot
eventhe nodesthatexchangemessagesandecryptor rec-
ognize messageshat might have beeninterceptedon the
links. This makesit impossibleto comply with demands
for decryptionof pasttrafc that might be senedin some
jurisdictions,andlimits theimpactof senercompromisen
theanorymity of messagealreadydelivered.Evenif anat-
tacker manageso gethold of thesessiorkey ataparticular
point he would have to obsere all subsequentrafc to be
ableto updatehis key appropriately

Additionally link encryptionmakes active and passie
attackson the network links more dif cult. Sincea mes-
sagetells eachmix theidentity of its successoin the path,
it is dif cult for anattaclerto mounta man-in-the-middle
attackto modify messagesinject messageso a nhodeas
if they were part of the normalcommunicationsor delete
messagedsAn additionalheartbeatignalin the TLS tunnel
couldbeusedto complicatemessagélelayingattacks.

The encryptedchanneloffers only limited protection
againsttrafc analysis. Encryptedlinks betweenhonest
nodespreventan adwersaryfrom recognizingeven his own
messageshut without link padding,he can still measure
how muchtrafc is beingtransmitted.

As afringe bene t, usinga separatdéink protocolmakes
it easierto deploy relay-only mixes— suchnodessimply
omit SMTP support.asthenext sectiondiscusses.

5.2 Messageaypesand delivery modules

Oncea Mixminion paclet reacheghe nal mix in its
path, it musteither be deliveredto its intendedrecipient,
droppedif it is anintra-network dummy messageor pro-
cessedurther if it is a remixed Type Il packet. In order

to supportdifferentkinds of delivery, the headeiincludesa
type codefor the actionto betakento deliver the message.
A few types— suchas 'dummy',"SMTP', and’local deliv-
ery' — arespeci ed asa part of the Mixminion standard.
Othersmay be addedby future extensionsto implement
aluse-resistanéxit policies (seeSection5.3), to adminis-
ter nymseners(seeSection7), to publishanorymouslyto
Usenet o relay messageto older remailers,or to support
otherprotocols.

Nearly all delivery methodsrequireadditionalinforma-
tion beyond the messagéype andits payload. The SMTP
module for example requiresamailbox? Thisinformation
is placedin avariable-lengtranne to the nal subheader

Thetypeseachmix supportsaaredescribedn a capabil-
ity blodk, which alsoincludesthe mix's addresslong-term
(signing) public key, short-term(messagé&lecryption)pub-
lic key, remixing capability and batchingstrateyy. Mixes
signthesecapabilityblocksand publishthemon directory
seners(seeSection6). Clientsdownloadthis information
from thedirectoryseners.

The possibility of multiple delivery methodsdoesnt
comefree: their presencenay fragmentthe anorymity set.
For example,if therewere vewaysto sendanSMTP mes-
sageto Bob, an attacler could partition Bob's incoming
mail by guessinghatoneof thosewaysis Alice's favorite.
An active attacler could evenlure usersinto usinga com-
promisedexit nodeby adwertisingthat nodeassupporting
ararebut desirabledelivery method. We believe theseat-
tacksdo not provide an argumentagainstextensibility per
se but ratherargue againstthe proliferation of redundant
extensionsandagainstheuseof rareextensions.

5.3 Exit policiesand abuse

Oneimportantentry in a nodes capability block is its
exit policy, thatdescribeto which addresseandby which
methodsa mix nodeis preparedo deliver messagesExit
aluseis aseriousharrierto wide-scaleemailerdeployment
— rareindeedis the network administratoitolerantof ma-
chinesthatpotentiallydeliver hatemail.

On oneendof the spectrumareopenexit nodesthatwill
deliver arywhere; on the other end are middlemannodes
thatonly relay traf c to otherremailernodes,and private
exit nodesthatonly deliver locally. More generally nodes
cansetindividual exit policiesto declarewhichtrafc they
will deliver: somemay allow traf c only for local users;
othersmayrequireotherformsof traf ¢ authenticatiori38].

Preventingaluseof openexit nodess anunsohedprob-
lem. If receving mail is opt-in, anakusercanforgeanopt-
in requestfrom his victim. Indeed,requiringrecipientsto

4A mailboxis the canonicalform of the “user@domain ” partof an
e-mail address.Mixminion usesonly mailboxesin the protocol,because
theotherpartsof ane-mailaddresoulddiffer amongsendersvho obtain
anaddresdrom differentsourcesthusleadingto smalleranorymity sets.



declaretheir interestin receving anorymousmail is risky
— humanrightsactiistsin Guatemalaannotbothsignup
to receive anorymousmail andalsoretainplausibledenia-
bility. Similarly, if receving mail is opt-out,anaklusercan
dery serviceby forginganopt-outrequesfrom alegitimate
user We usea compromisewhereall usersare assumed
to want to receve mail, but eachMixminion messager-
riveswith instructionson how to opt out. Speci cally, the
messageéncludesa secretthat must be usedto authorize
the opt-out. Thusadwersariesvho cannotreadthe victim's
mail cannotforge an opt-outrequest.(We believe thatre-
stricting oursehesto suchadwersarieds reasonable After
all, adwersariestrongenoughto readthe victim's mail can
probablydery serviceto himin someotherway. Usersmay
alsoavoid this attackby runningtheir own “delivery-only'
nodeswhich would amountto animplicit opt-in.)

Of course,a mixture of openandrestrictedexit nodes
will allow the most e xibility for volunteersrunning
seners. But while a large numberof middlemannodesis
usefulto provide a large androbust network, a smallnum-
berof exit nodesstill simpli es trafc analysis.In theseat-
tacks,the adwersaryobsenesboth a suspectediserandthe
network'sexit nodesandlooksfor timing or pacletcorrela-
tions. Thefewer exit nodesn thesystemtheeasierit is for
anattaclerto obsenre themall. Thus,the numberof avail-
ableopenexit nodesremainsa limiting securityparameter
for theremailernetwork.

5.4. Replayprevention,messagexpiration, and key
rotation

Mixmaster offers rudimentary replay prevention by
keepinga list of recentmessagdDs. To keepthe list
from getting too large, it expires entries after a sener-
con gurable amountof time. But if anadwersaryrecords
the input and output batchesof a mix andthenreplaysa
messagafterthe mix hasforgottenaboutit, the message
decryptionwill be exactly thesame.Thus,Mixmasterdoes
not provide theforwardanorymity thatwe want.

Chaum rst obsenedthis attackin [7], but his solution
(which is proposedagainin BabeP) — to includein each
message timestampthat describesvhenthat messageés
valid — alsohasproblems.Speci cally, it introducesanew
classof partitioningattackswheretheadwersarycandistin-
guishandtrackmessagebasedntimestampslf messages
have shortlifetimes,thensomeegitimatemessagewill ex-
pire beforethey canbedelivered.Butif messagekavelong
lifetimes, thenmessageseartheir expiration datewill be

5Actually, Babelis vulnerableto amuchmoredirecttimestampattack:
eachlayerof theonionincludes‘the numberof second®lapsedinceJan-
uaryl, 1970GMT, to themomentof messageompositiorby thesendet
Few peoplewill becomposinga messag®n a given secondsoanadwer-
saryowning amix atthebeginningof thepathandanothermttheendcould
trivially recognizea message.

rare,andan adwersarycanexploit this factby intentionally
delayingamessagentil nearits expirationdate.If heowns
amix laterin the pathhe canrecognizethe messagéy its
unusuallylate expirationdate.

Oneway of addressinghis partitioningattackis to add
dummytrafc sothatit is lessrarefor messageto arrive
neartheirexpirationdate butdummytraf c is still notwell-
understoodAnotherapproactwould beto addrandomval-
uesto the expirationdateof eachmix in the path,soanad-
versarydelayinga messagat onemix cannotexpectthatit
is now nearto expiring elsavherein the path;but thisseems
opento statisticalattacks.

We useacompromisesolutionthatstill providesforward
anorymity. Messageslon't containary timestampor expi-
rationinformation.As in Mixmaster eachmix keepshashes
of the headerf all message#t hasprocessedbut unlike
Mixmaster a mix only discardsthesehasheswhenit ro-
tatesits public key. Mixesshouldchoosekey rotationfre-
gueny basedon their securitygoalsandon the numberof
hasheshey arewilling to store,andadwertisetheirkey rota-
tion scheduleslongwith their publickey information.(See
Section6.)

Note that this solution doesnot entirely solve the par
titioning problem— nearthe time of a key rotation, the
anorymity set of messageswill be divided into those
sendersvho knew aboutthe key rotationandusedthe new
key, andthosewho did not. Also notethatwhile key rota-
tion andlink encryption(seeSection5.1) both provide for-
ward security their protectionis not redundant.With only
link encryption,an adwersaryrunningonemix could com-
promiseanotheranduseits privatekey to decryptmessages
previously sentbetweerthem. Key rotationlimits thewin-
dow of opportunityfor this attack.

6. Dir ectory Servers

The Mixmaster protocol doesnot specify a meansfor
clientsto learnthe locations,keys, capabilities,or perfor
mancestatisticsof mixes. Several ad hoc schemeshave
growvn to Il thatvoid [30], but aswe explain below, it is
importantthatall clientslearnthis informationin the same
way. (Omitting directorysenersis not an option: without
timely information,clientscannotrespondo changesn the
setof mixes,or to changesn mix keys.) Herewe describe
Mixminion directory seners and examine the anorymity
risks of suchinformationservices.

In Mixminion, a group of redundantdirectory seners
provide clientsinformationaboutnodes'currentkeys, ca-
pabilities,and state. Thesedirectory seners mustbe syn-
chronizedand redundant:we lose securityif clients have
differentinformationaboutnetwork topologyandnodereli-
ability. An adwersarywho controlsa directorysener could
track certainclients by providing differentinformation—



perhapsby listing only mixes underits control, or by in-
forming only certainclientsabouta givenmix.

Moreover, an adwersarywithout control of a directory
sener canstill exploit differencesamongclientknowledge.
If Eveknowsthatmix islistedonsener  butnoton

, shecanusethis knowledgeto link trafc through
to clientswho have queried . Eve canalsodistinguish
traf c basednary differencedetweerclientswho usedi-
rectory senersandthosewho don't, betweenclients with
up-to-datdistingsandthosewith old listings,and(if thedi-
rectoryis largeandsois givenoutin piecespetweerclients
who have differentsubset®f thedirectory

Soit is not merely a matterof conveniencefor clients
to retrieve up-to-datemix information. We mustspecifya
directoryserviceasa part of our standard. ThusMixmin-
ion providesprotocolsfor mixesto adwertisetheir capability
certi catesto directoryseners,andfor clientsto download
completedirectories? Directory senerswork togetherto
ensurecorrectand completedataby successiely signing
certi cate bundles,so userscan be surethat a given mix
certi cate hasbeenseenby athresholdof directoryseners.
While we requirestrongersynchronizatiorandtrustfor the
directoryseners, we believe this is realisticbecausehere
will befar fewer of themthanmix nodesandthey will be
muchmorestatic.

But evenif clientknowledgeis uniform, anattacler can
mount a trickle attadk by delaying messagedrom Alice
at a compromisechodeuntil the directory senersremove
somemix  from their listings— he canthenreleasehe
delayedmessageand guessthat ary messagestill using

arelikely to be from Alice. An adwersarycontrolling
mary nodescanlaunchthis attackeffectively. Thusclients
shoulddownloadnew informationregularly, but wait for a
giventime threshold(say anhour)beforeusingarny newly-
publishedhodes Dummytrafc to old nodesmayalsohelp
thwarttrickle attacks.

Directory seners compile nodeavailability and perfor
manceinformationby sendingrafc throughmixesin their
directories. This is currently similar to the current ping
seners[30], but in the future we caninvestigateintegrat-
ing more complex and attack-resistanteputationmetrics.
But eventhis reputationinformationintroducesvulnerabil-
ities: for example,an adwersarytrying to do traf c analy-
siscangetmoretraf c by gaininga high reputation[11].
We candefendagainstheseattacksby building pathsfrom
a suitablylarge pool of nodes[12] to boundthe probabil-
ity that an adwersarywill control an entire path, but there

6We recommendgainstetrieving anything lessthana completedirec-
tory. Evenif clientsusethemix-netto anorymouslyretriese arandomsub-
setof thedirectory anad\ersaryobservinghedirectorysenersandgiven
two hopsin amessags'pathcantake theintersectiorover recentlydown-
loadeddirectorysubsetgo guessthe remaininghopsin the path. Private
InformationRetriezal [21] may down theroadallow clientsto ef ciently,
securelyandprivately dovnloada subsebf thedirectory

will alwaysbeatensionbetweergiving clientsaccurateand
timely informationandpreventingadwersariegrom exploit-
ing thedirectorysenersto manipulateclientbehaior.

7. Nym management and single-use reply
blocks

Currentnymseners, such as nym.alias.net [22],
maintaina setof mailbox reply block pairsto allow users
to recevemail withoutrevealingtheiridentities.Whenmail
arrivesto <bob@nym.alias.net> , the nymsener at-
tachesthe payloadto the associatedeply block andsends
it off into the mix-net. Becausehesenymsenersusethe
Typel remailermetwork, thesereply blocksarepersistentor
long-livednyms— themix network doesnotdropreplayed
messagesothereply blockscanbe usedagainandagain.
Replyblock managemeris muchsimplerin this modelbe-
causeusersonly needto replaceareply block whenoneof
thenodest usesstopsworking.

TheMixminion designprotectsagainsteplayattacksby
dropping messagesvith repeatecheaders— so its reply
blocks are necessarilysingle-use. Nonethelessthere are
still a numberof approaches$or building nymsenersfrom
single-useeply blocks.

In the rst approachnymsenerskeepa stockof reply
blocksfor eachmailbox,andusea new reply block  for
eachincomingmessageSupposeéilice wantsto registera
pseudogm with signatureandveri cation keys
with theNym senerin orderto receive messagesom Bob.
In this case the partiescommunicatesfollows:

(1)

As long as the owner of the pseudogm keepsthe
nymsener well-stocled, no messagesvill be lost. But it
is hardfor the userto know how mary new reply blocksto
send;indeedunderthis approachanattacler candery ser
vice by ooding the mailboxto exhaustthe availablereply
blocksandblock furthermessageom gettingdelivered.

A morerobustdesignusesa protocolinspiredby e-mail
retrieval protocolssuchas POP[27]: messagearrive and
gueueat the nymsener, and the user periodically checks
the statusof his mail and sendsa sufcient batchof reply
blockssothe nymsener candeliver thatmail. In this case,
the partiescommunicatesfollows:

(@)



In this case the nymsener doesnt needto storeary re-
ply blocks. The abore ooding attackstill works, but now
it is exactly like ooding a normal POP mailbox, andthe
usualtechniquegsuchasallowing the userto deletemails
attheseneror specifywhich mailsto downloadandlet the
othersexpire) work ne. Theusercansenda setof indices
to the sener aftersuccessfullyeceving somemessagegsp
indicatethatthey cannow bedeleted.

Of course,thereare differentlegal and securityimpli-
cationsfor the two designs.In the rst design,no mail is
storedon the sener, but it mustkeepvalid reply blockson
hand. The secondcaseis in somesensemore securebe-
causehe sener neednot storeary reply blocks,but it also
createsnoreliability becaus¢hesenerkeepsmail for each
recipientuntil it is retrieved. The owner of the pseudogm
couldprovideapublickey thatthenymsenerusego imme-
diately encryptall incomingmessageto limit the amount
of time the nymsenerkeepsplaintext messages.

The bestimplementationrdependsn the situationsand
preference®f the volunteersrunningthe nymseners. We
hopethataswe gainmoreexperiencewith their needsand
the needsof their users,we will corverge on a suitable
model.

8. Maintaining anonymity sets
8.1 Batching Strategy

Low-lateng systemdike OnionRoutingaimto provide
anorymity againstan adwersarywho is not watchingboth
Alice andBob [39]. If the adwersarywatchesboth, he can
for instancecount paclets and obsene paclet timing to
becomecon dent that they are communicating. Because
Mixminion aimsto defeateven a global passve adwersary
we mustaddresshis end-to-endiming vulnerability.

Further becaus@ur adwersarycansendanddelaymes-
sageshe canmanipulatethe batchof messagesnteringa
mix so the only messageinknownn to him in the batchis
thetargetmessageThis approachis known asthe blending
attak becausedhe adwersaryblendshis own recognizable
messagewith the honestmessagei the batch[36]. By
repeatedhattackingeachmix in thepath,theadversarywill
link Alice andBoh.

Mixminion nodesuse a timed dynamic-poolbatching
stratgyy [36] adaptedfrom Mixmaster Ratherthan sim-
ply processinggachmessag@assoonasit arrives,eachmix
keepsa pool of messagesNew messagesirrive, are de-
crypted,andenterthe pool. Themix res every seconds,

butonlyif thepoolcontainsatleastathresholdf messages.

If themix res, it randomlychooses constantraction of
thepool messageésay 60%)to deliver.

Sincethe numberof messagesleliveredeachroundis
basedntherateof incomingmessagesnattacler cannot

over ow thepoolwith sustainedooding. Thesemixesalso
increasethe costof the blendingattack: while the number
of messagesomingout increasesasthe rate of incoming
messagemcreasesthe chancahatary givenmessagavill
leave thepool remainsconstantThusit is impossibleto ar-
rangeto completely ush the mix with high probabilityin
one ush. An adwersaryis forcedto spendmultiple inter
vals (andthusdelayothermessagefor considerablg¢ime)
rst to ush theoriginalhonesimessagesom themix, and
againto ush thetargetmessagdrom the mix. This delay
canbe noticedby the othermixes,becaus¢hey communi-
cateover TLS with a heartbeato detectdelays.

This batchingstratgy alsoincreasedhe costof inter-
sectionattacksby providing large anorymity setsfor each
messag@ thenetwork. Because@messageouldplausibly
have beenheldin apoolfor severalroundsat eachmix, the
setof possiblesenderavhenBob receiresthe target mes-
sageis large.

8.2 Dummy policy

Dummytrafc (sendingextra messagethatarenotac-
tually meantto bereador usedto confusetheadwersary)is
anold approacho improving anorymity, but its ef cacy is
still notwell analyzed.

Oneusefor dummiesis to wealen the intersectionat-
tack,perhapdy lettingmixesintroducedummiesaddressed
to actualusers.But to do this, eachmix mustknow all the
usersin the system:if a mix only deliversdummiesto a
subsetof the users,an adwersarycandistinguishwith bet-
terthanevenprobabilitybetweeradummyandalegitimate
message While thereis someinitial researcton the sub-
ject [5], we currentlyknow no practicalway to usedum-
miesto provably help againsthe intersectiorattack. Thus
Mixminion doesnot at presentincorporatedummiesto or
from users.

Instead we incorporatemix-to-mix dummiesto wealen
theblendingattack.As describedn Section8.1above, our
timeddynamic-poobatchingstrateyy alreadyincreaseshe
costof the blendingattackbecausehe adwersaryneedsto
keep ushing the mix until all honestmessageare out —
but oncethe adwersaryhasdoneso, he canbe certainthat
no honestmessagesemain. In the secondohaseof the at-
tack,heagainneedgo ush until thetargetmessageomes
out, but onceit does,he canbe certainof recognizingit.
To preventthis, Mixminion employs the following dummy
policy, assuggestedh [36]: eachtimethemix res, it also
sendsout a numberof dummieschosenfrom a geometric
distribution. Thesedummiestravel a numberof hopscho-
senuniformly between and . Theblendingattackis now
harder— the adwersarycanno longersingleout the target
messagén the outgoingbatch,and so musttrack eachof
thedummiesalongwith the original targetmessage.



During normaltrafc, thesedummieshave little effect
on anorymity. They aim to protectanorymity in times of
low trafc — eitherwhenthereareactuallyfew messages
goingthroughthe mix, or whenmostmessagearecreated
by theadwersary

8.3 Choosingpaths when transmitting many mes-
sages

WhenAlice (the ownerof a pseudogm) downloadsher
mail from a nymsener, shewill likely receve mary sep-
aratemessages.Similarly, if Alice usesMixminion asa
transporiayerfor higherlevel applicationssendingalarge

le meanssendingmary Mixminion messaged)ecausef
their x ed size. Corventionalwisdom suggestghat she
shouldpick a differentpathfor every messagebut an ad-
versarythat owns all the nodesin any of the pathscould
learnheridentity — without any work at all. Evenan ad-
versaryowning asmallfractionof the network canperform
this attack,sinceeachMixminion payloadis small.

Alice thusseemsnostlik ely to maintainherunlinkabil-
ity by sendingall the messagesverthe samepath. On the
otherhand,a passie adwersarycanwatchthe ood of mes-
sagedraversethatpath.

A compromiseapproachis to pick a small numberof
pathsandusethemtogether By sendingout the messages
overtimeratherthanall atonce,andassumingnorepeople
thanjust Bob arereceving mary messageshe pool mixes
will createalargeanorymity setof possiblesendersHow-
ever, acompletesolutionto the intersectiorattackremains
anopenproblem.

9. Attacks and Defenses

Below we summarizea variety of attacksandhow well
our designwithstandghem.

1. Mix attacks

Comppobmisea mix. Messagesraversemultiple
mixes, SO compromisinga single mix, even a
cross@er point, doesnot gainmuch.

Comppobmisea mix's private key. Again, control-
ling a singlemix is of limited use. Further peri-
odic mix key rotationlimits the window of time
in whichto attackthe next mix in thetargetmes-
sages path.

Replayingmessges. Mixes rememberheader
cryptographic checksumsof previously seen
messagesafter key rotation theseold headers
cannolongerbedecrypted.

Delaying messges. The adwersarycan delay
messageandreleasehemwhencertainnetwork
parametergeg traf c volume)aredifferent. The
ef cacy of this attackis poorly understoodput
it maywell be quite damagind36]. Imposinga
deadlineon transmissiorat eachhop may help
[11].

Dropping messges. The adwersary can drop
messagewith thehopethatuserswill noticeand
resend. If the usermustresendsheshoulduse
thesamepath,to preventtheadwersaryfrom forc-
ing her onto an adwersary-controlledpath (see
Section8.3).

Tagging messges. Mixesdetectmodi ed head-
ersimmediatelyusing checksums.The payload
canstill betaggedbutthe“swap” stepalongwith

SPRPencryptionfrom Section4.1 provide pro-
tection.

N attadk (trickle, ooding) The “timed
dynamic-pool” batching stratgyy from Section
8.1, alongwith our dummypolicy, limits the ef-
fectivenes®f theseblendingattacks.

2. Passve attacks

Intersectionattadk. Our dynamic-poolbatching
stratgy from Section8.1 spreadsout the mes-
sagesover time, increasingthe set of possible
sendergor agivenrecevedmessagandthusin-
creasinghe costof anintersectionattack. How-
ever, a completesolutionremainsan openprob-
lem[5].

Textual analysis. Mixminion provides location
anorymity, not dataanorymity. Usersare re-
sponsiblefor makingsuretheir messagedo not
revealidentifying information. Suchattacksare
practical, and thereforea real threat, as docu-
mentedn [34].

3. Exit attacks

Partition trafc by delivery method. We en-
couragerecipientsto useone of only a few de-
livery methods,so we can maintain sufcient
anorymity setsfor each.

Partition trafc by exit capabilities. Delivery
methodsshouldbe standardizedjsersshouldbe
suspiciouf delivery methodsonly offeredby a
few exit nodes.

Usethe mix networkto sendhate mail, etc. We
allow recipientsto opt out of receving further
mail. Still, we must have enoughnodesthat



canwithstandcomplaintsstemmingrom akusive
email, or it will be too easyfor an adwersaryto
monitorall exit nodesin the network.

4. Directory attacks

Comppomise a directory server Identical di-
rectory listings are sened by a small group of
seners and signedby all. We assumethat a
thresholdof thesedirectory senerswill remain
honest.

Exploitdifferencesn clientdirectoryknowledg.
By only updatingdirectory information nightly,
by designingclient software to pull updatesas
soonaspossibleaftertheirreleaseandby ensur
ing thatclientshave the entiredirectory we can
limit this attack.

Delay mix messges until directoryinformation
changes. The fact that clients delay using new
information,alongwith dummytraf c sentto de-
listed destinationsaand expired keys, shouldmit-
igatethis attack. Again, imposinga deadlineon
transmissiorateachhopmayhelpmore[11].

Sign somebodyelse up as a mix. Signatures
on capabilityblockspreventothersfrom forging
blocksto thedirectoryseners.

Flood the directorieswith nonfunctionaimix en-
tries; run highly reliable mixesto gaintraf ¢ for
analysis;attadk honestmixesto encouage useis
to startusingthedishonesbnes.Availability and
reliability statisticsshouldmitigatesomeof these
problems,but they introduceproblemsof their
own. They areanareaof actveresearcljll, 12].

10. Futur e Dir ectionsand Open Problems

Thisdesigndocumentepresentghe rst stepin peerre-
view of the Typelll remailerprotocol. Many of theideas,
rangingfrom the coredesignto peripheraldesignchoices,
needmoreattention:

We needmoreresearchon batchingstratgjiesthatre-

sist blending attacks[36] as well as intersectionat-

tackson asynchronougree routes[6]. In particular
the anorymity they provide during normal operation
or underattackmustbe balancedwvith otherproperties
suchaslateng andreliability.

We needa more thoroughinvestigationof multiple-
messageagging attacksand an analysisof how to

safely choosepaths when sendingmary messages.

Whena messagé¢o be sentis largerthanthe Mixmin-
ion payloadsize,we needa stratgyy to fragmentt and

reconstrucit attherecipientsend.We canuseretrans-
missionstrategiesor forwarderror correctioncodesto
recoverif somemessagearelost.

Canwe keeptheindistinguishabilityof forward mes-
sagesand repliesusing a simpler design? We need
to prove that our designprovidesbit-wise unlinkabil-
ity betweerthe input bit-patternsof messageandthe
messagesomingout of the network.

Currently reply messagesan be distinguishedfrom
plaintext forward messageat the exit nodes:the for-
mer exit asencrypteddata,andthe latter do not. We
prevent further partitioning by arrangingencrypted
forwardmessage® blendin with thereply messages,
but eventhis degreeof distinguishabilityis unsettling.
Finding further meangto mitigatethis problemwould
be helpful.

A syndironous batching approach,where messages
have deadlinesfor each hop, may allow easier
anorymity analysis, and may provide much larger
anorymity setsbecausall messagesnteringthe mix-
netin a given time interval are mixed together A
cascadas the simplestexampleof this approachhut
we should considermechanismdor free-routesyn-
chronousmixes.We couldgreatlyimprove our protec-
tion againstmessagedelayingattacksandthepartition-
ing attackgiscussedh Sections.4. Ontheotherhand,
thecostsaregreateinetwork synchronizatiomndover
head,andlessmix operatore xibility .

We needstrongerintuition abouthow to usedummy
messages. Such messagegan be insertedbetween
nodesaslink padding,or asactualmulti-hop Mixmin-
ion messages.We mustdevelop a more analytically
justi ed approachto determinewhich parties send
dummymessage$iow mary they sendandwhenthey
sendthem.

While mary peoplehave speculatediboutthe ben-
e ts of dummytrafc, we have notyet seenary con-
vincing analysis.For this reasonwhile Mixminion is
e xible enoughto supporthem,we planto leave dum-
miesout of the design(otherthantheir minimal usein
Section8.1) until their effectson anorymity arebetter
understood.

We haveworking codewhichimplementsnostof thede-
signsdescribedn this paper with acceptablgerformance
evenusing2048bit RSAkeys (B00KB of messagepersec-
ond on a 1GHz Athlon). We invite interesteddevelopers
to join themixminion-dev  mailing list andexaminethe
moredetailedMixminion speci cation[24].
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