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Abstract

We presentMixminion,a message-basedanonymousre-
mailer protocol with secure single-usereply blocks. Mix
nodescannotdistinguishMixminionforwardmessagesfrom
reply messages,so forward and reply messagesshare the
sameanonymityset. We add directoryservers that allow
usersto learnpublickeysandperformancestatisticsof par-
ticipating remailers, andwedescribenymservers that pro-
vide long-termpseudonymsusing single-usereply blocks
as a primitive. Our designintegrateslink encryptionbe-
tweenremailers to provide forward anonymity. Mixminion
works in a real-world Internetenvironment,requireslittle
synchronizationor coordination betweennodes,and pro-
tectsagainstknownanonymity-breakingattacksaswell as
or betterthanothersystemswithsimilar designparameters.

1. Overview

Chaum�rst introducedanonymous remailersover 20
yearsago [7]. The researchcommunityhassince intro-
ducedmany new designsandproofs[1, 14, 16, 19, 28, 29],
anddiscovereda varietyof new attacks[3, 5, 6, 9, 23, 35].
Butbecausemany of thenewerdesignsrequireconsiderable
coordination,synchronization,bandwidth,or processingre-
sources,deployed remailersstill useCottrell's Mixmaster
designfrom 1994[8, 26]. Herewe describeMixminion, a
protocolfor asynchronous,looselyfederatedremailersthat
maintainsMixmaster's �e xibility while addressingthe fol-
lowing �a ws:

� Replies:Mixmasterdoesnotsupportrepliesor anony-
mousrecipients— peoplewho want thesefunctions
mustusethe older andlesssecureCypherpunkType
I remailerdesign[31], which is vulnerableto replay
attacks.We introducea new primitive calleda single-
usereply block (SURB), which makes repliesas se-
cureasforwardmessages.Furthermorein Mixminion
theremailersthemselvescannotdistinguishreplymes-
sagesfrom forwardmessages.We alsodescribehow

to usetheseSURBsto securelybuild higher-level sys-
temssuchasnymservers. By integratingreply capa-
bilities into Mixminion, we can�nally retire theType
I remailernetwork.

� Forward anonymity: MixmasterusesSMTP(normal
mail) for transport. We useTLS over TCP for link
encryptionbetweenremailersanduseephemeralkeys
to ensureforwardanonymity for eachmessage.Link
encryptionalsoblocksmany activeandpassiveattacks
on thecommunicationlinks.

� Replayprevention and key rotation: If anadversary
recordstheinput andoutputbatchesof amix andthen
replaysa message,that message's decryptionwill re-
mainthesame.Thusanattackercancompletelybreak
thesecurityof themix-net [7]. Mixmaster2.0offered
replaypreventionby keepinga list of recentmessage
IDs — but becauseit expired old entriesto keepthe
list short, the adversarysimply hasto wait until the
mix hasforgottena messageandreplayit. Newer ver-
sionsof Mixmasterkeepa replaycacheandalsodis-
cardmessagesmorethanacertainnumberof daysold.
To block timestampattacks,clients randomlyaddor
subtracta few daysfrom the timestamp.But this ap-
proachmaystill beopento statisticalattacks;seeSec-
tion 5.4. Mixminion insteadcountersreplaysby intro-
ducingkey rotation:a messageis addressedto agiven
key, andafter thekey changesno messagesto theold
key will be accepted,so the mix canforget aboutall
the messagesaddressedto old keys. The numberof
IDs a nodeneedsto rememberbetweenkey rotations
is not toogreata burden.

� Exit policies: Exit abuseis a seriousbarrierto wide-
scale remailer deployment: most Internet Service
Providers (ISPs)do not toleratesystemsthat poten-
tially deliver hatemail, etc. Mixminion provides a
consistentmechanismfor eachnodeto specifyandad-
vertisean exit policy. We further describea protocol
which allows recipientsto opt out of receiving mail
from remailers,but at thesametime makesit dif�cult



for an adversaryto deny serviceto interestedrecipi-
ents.

� Integrated dir ectory servers: Mixmasterusessev-
eralad hocapproachesto distributeinformationabout
remaileravailability, performance,andkeys. But the
fact thatusersandremailersoperatewith differentin-
formationintroducespartitioning attacks.Mixminion
usesa small groupof synchronizedredundantdirec-
tory serversto provide uniform informationaboutthe
network.

� Dummy traf�c: Cottrell brie�y mentionsdummy
messagesin [8], but they arenot partof thespeci�ca-
tion [26]. Mixminion usesa simpledummypolicy for
now, but becauseweuseourown transport,wesupport
many link paddinganddummytraf�c schemes.

Wereview mixesandmix-netsin Section2, describeour
goalsandassumptionsin Section3, and thenaddressthe
above list of improvementsin Sections4-7. We thensum-
marizehow ourdesignstandsupto known attacks,andcon-
cludewith a list of openproblems.

2. Background

Chaumintroducedtheconceptof usingrelayservers,or
mixes, for anonymouscommunications[7]. Eachmix has
a public key which sendersuseto encryptmessagesto it.
Themix accumulatesa batchof theseencryptedmessages,
decryptsthem,anddeliversthem.Becauseadecryptedout-
putmessagelooksnothinglike theoriginal encryptedinput
message,andbecausethemix collectsa batchof messages
andthensendsout thedecryptedmessagesin a rearranged
order, an observer cannotlearn which incoming message
correspondsto which outgoingmessage.Chaumshowed
thesecurityof amix againstapassiveadversarywhoeaves-
dropson all communicationsbut is unableto observe the
reorderinginside the mix. P�tzmann �x ed a weaknessin
Chaum's original schemebasedon the propertiesof raw
RSAencryption[32].

However, trustinga singlemix is dangerous:themix it-
self could be controlledby an adversary. Thereforeusers
sendtheir messagesthrough a seriesof mixes: if some
of the mixesare honest(not run by the adversary),some
anonymity is preserved. In someschemes,suchas Mix-
master[26] andBabel [14], the senderchoosesthe mixes
that make up her message's path. Speci�cally, when Al-
ice wantsto sendan anonymousmessageto Bob through
mixes ��� , ��� , and �	� , sheencryptshermessagesucces-
sively with the public keys of the mixes in reverseorder.
Sheincludesrouting informationat eachhop,so thateach
mix �	
 receivestheaddressof ��

��� alongwith themes-
sageintendedfor �


���� (all encryptedunder �

 's public

key).

A mix network where Alice choosesher route freely
from all mixesis calleda free-routenetwork. Anotherap-
proachis a cascadenetwork, wheresenderschoosefrom a
setof �x edpathsthroughthemix-net.Cascadescanprovide
greateranonymity againstan adversarywho owns many
mixes [6], but they are also more vulnerableto blending
attackssuchastrickle or �ooding attacks[36]. Further, cas-
cadenetworks arguably have lower maximumanonymity
becausethe numberof peopleAlice canhide among(her
anonymityset) is limited to the numberof messagesthe
weakestnodein hercascadecanhandle.In a free-routenet-
work, largeranonymity setsarepossiblebecauseno single
mix actsasabottleneck:many mixeshandletraf�c in paral-
lel asmessagestraversethenetwork. Mix cascaderesearch
includesreal-timemixes[18] andwebmixes[4].

More complex designsusezero-knowledgeproofsand
strongerassumptionsto guaranteedelivery or to detect
andexcludemisbehaving participants.Theseinclude�ash
mixes [16], hybrid mixes [17, 29], and provable shuf�es
[13, 28]. Thepropertiesof thesedesignsareappealing,but
they are often impracticalsincethey assumefairly strong
coordinationand synchronizationbetweenthe mixes and
imposea heavy computationaland communicationover-
head.

Somemix-netdesignsallow recipientsto constructreply
blocks that allow othersto sendmessagesto themwithout
knowing their identities. A reply block containsonly the
routing portion of a message;the actualcontentsare ap-
pendedby theuserwho eventuallysendsa messageto the
recipient.In this casethecontentsareeffectively encrypted
ateachstepin thepathratherthandecrypted.Therecipient
knows all thekeys usedin thereply block andcanpeeloff
all thelayersof encryptionwhenthemessagearrives.Such
a designwas �rst introducedby Chaum[7] and later ex-
tendedin Babel[14]. However, Babel's repliesareindistin-
guishablefrom forwardmessagesonly by passiveobservers
— themix nodescanstill tell themapart.Babel's reply ad-
dressesarealsomultiple-use,makingthemlesssecurethan
forwardmessagesdueto replayvulnerabilities.

The �rst widespreadpublic implementationsof mixes
were producedby contributors to the Cypherpunksmail-
ing list. These“TypeI” anonymousremailerswereinspired
both by the problemssurroundingthe anon.penet.fi
service[15], and by theoreticalwork on mixes. Hughes
wrote the �rst Cypherpunk anonymous remailer [31];
Finney followed closely with a collection of scripts that
usedPhil Zimmermann's PGPto encryptand decryptre-
mailedmessages.Later, Cottrell implementedtheMixmas-
tersystem[8, 26], or “TypeII” remailers,whichaddedmes-
sagepadding,messagepools,andothermix featureslack-
ing in theCypherpunkremailers.



2.1. Known attacksagainstmix­nets

Attacks againstmix-netsaim to reducethe anonymity
of usersby linking anonymoussenderswith the messages
they send,by linking anonymousrecipientswith the mes-
sagesthey receive,or by linking anonymousmessageswith
oneanother[35]. Attackersmaytracemessagesthroughthe
networkbyobservingnetwork traf�c, compromisingmixes,
compromisingkeys, delayingmessagesso they standout
from othertraf�c, or alteringmessagesin transit.They may
learnagivenmessage'sdestinationby �ooding thenetwork
with messages,replayingmultiple copiesof a message,or
shapingtraf�c to isolatethe targetmessagefrom otherun-
known traf�c. Attackersmay discourageusersfrom using
honestmixesbymakingthemunreliable.They mayanalyze
interceptedmessagetext to look for commonalitiesbetween
otherwiseunlinkedsenders.Finally, evenif all otherattacks
arefoiled, apassiveadversarycanmounta long-terminter-
sectionattack to correlatethe timesat which sendersand
receiversareactive [6].

We discusseachof theseattacksin moredetail below,
alongwith the aspectsof the Mixminion designthat pro-
videdefense.We providea summaryof theattacksandour
defensesagainstthemin Section9.

3. Designgoalsand assumptions

Mixminion bringstogetherthecurrentbestpracticalap-
proachesfor providing anonymity in a batchingmessage-
basedfree-routemix environment. We do not aim to pro-
vide a low-latency connection-orientedservicelike Free-
dom [37] or Onion Routing[39]: while thosedesignsare
more convenient for common activities like anonymous
webbrowsing,their low latency necessarilyimpliessmaller
anonymity setsthanwith slower, message-basedservices.
Indeed,we intentionallyrestrictthesetof optionsfor users:
we provide only oneciphersuiteandwe avoid extensions
that would help an adversarypartition the anonymity set.
Theseassumptionsleadto thefollowing designgoals:

First of all, the systemmustbe simpleto deploy. Past
systemshave never found it easyto geta reliablegroupof
mix operatorsto run long-lived servers. Mixminion must
addasfew technicalbarriersaspossible.Thusourprotocol
usesclocksynchronizationonly to noticewhenamix'skey
hasexpired,achievesacceptableperformanceon commod-
ity hardware, requireslittle coordinationbetweenservers,
and can automaticallyhandleservers joining and leaving
thesystem.

Furthermore,thesystemmustbesimplefor clients. Be-
causesoftwareadoptionhasalsobeena barrierto pastsys-
tems,we attemptto make therequirementsfor sendersand
receiversaslow aspossible.Thus,only userswho receive
anonymity from thesystemmustrunspecialsoftware– that

is, usersshouldbe able to receive messagesfrom anony-
moussendersandsendmessagesto anonymousrecipients
with a standardemail client. (Non-anonymousrecipients
receive messagesvia e-mail; non-anonymoussendersus-
ing replyblockssendmessagesvia e-mailgateways.)Users
mustalsobeableto sendandreceiveanonymousmessages
using only commodityhardware. Finally, althoughusers
with persistentnetwork connectionsare necessarilymore
resistantto intersectionattacksthanuserswith intermittent
connections,thesystemmustoffer thelatterusersasmuch
anonymity aspossible.

We chooseto drop packet-level compatibilitywith Mix-
masterand the Cypherpunkremailersystemsin order to
providea simpleextensibledesign.We canretainminimal
backwardscompatibility by “remixing” Type II (Mixmas-
ter) messagesinsideType III (Mixminion) messages,thus
increasinganonymity setsin theTypeIII network. (A Type
II messagetravelingbetweenbackward-compatibleTypeIII
remailersis encryptedto thenext remailerin thechainusing
its Type III key, andsentasa Type III encryptedmessage.
Therecipientdecryptsit to revealtheTypeII message.)

For our threat model, we assumea well-fundedadver-
sarywho canobserve all traf�c on the network; who can
generate,modify, delete,or delay traf�c on the network;
whocanoperatemixesof its own; andwhocancompromise
somefractionof themixeson thenetwork. Our adversary
triesto link sendersandreceivers,to identify thesenderor
receiverof a givenmessage,or tracea senderforward(or a
receiverbackward)to its messages.

TheMixminion designtriesto make it ashardaspossi-
ble for anadversaryobservingthenetwork to gainany ad-
ditional informationaboutcommunicatingpartnersbeyond
its a priori belief. It doesthis by providing very little in-
formationto outsideobservers,andintermediatenodes,to
avoid intersectionattacks.In particular, even intermediary
nodesarenot awareof the actualroute length(which can
beaslongas32hops)or theirpositionin thenetwork. Fur-
thermore,the processingfor repliesis exactly thesameas
for normalmessages,andit is thereforedif�cult to partition
theanonymity setsby distinguishingbetweenthem.

4. The Mixminion Mix-net Design

Mixminion usesafree-routemix-netjust likeMixmaster
[26] andBabel[14]. Mixminion'sprincipaldifferencefrom
earliermix-netdesignsis themechanismit usesto support
replymessageswith thesameprocessingmachineryasfor-
wardmessages,while at thesametime resistingtheattacks
describedabove.

Mixminion doesnot implementreusablereply blocks,
such as thosein the Cypherpunkremailer and in Babel.
They areconvenient,but they poseasecurityrisk – by their
verynaturethey let peoplesendmultiple messagesthrough



them. An attacker canusethis propertyto tracethe recip-
ient's path: if two incoming batchesboth include a mes-
sageto thesamereply block, thenthenext hopmustbe in
theintersectionof bothoutgoingbatches.To preventthese
replays,Mixminion providesonly single-usereply blocks
(SURBs).Sincerepliesmayberarerelativeto forwardmes-
sages,andthusmucheasierto trace,theMixminion proto-
col makes reply messagesindistinguishablefrom forward
messageseven for themix nodes.Thusforwardandreply
messagescansharethesameanonymity set.1

Mixminion'sreplymodelrequiresanonymousrecipients
to keepone secretfor eachnym they maintain. The �-
nalheaderof theSURBincludesa seed(symmetricallyen-
cryptedto thatnym's secret),from which therecipientcan
deriveall thesecretsneededto strip thelayersof encryption
from thereceivedmessage.Therecipientkeepsa separate
secretfor eachnym in order to block attacksto link the
nyms. For example,if Alice is talking to Bob andCharlie
andguessesthey are the sameperson,shemight reply to
Bob's mail usingCharlie's reply block; if Bob respondsas
normal,herguesswould becon�rmed.

Therestof this sectiondescribesthemechanismfor se-
curereplies,its integrationwith the normalsenderanony-
mousmessagedelivery, andhow we defeattagging-related
attacks.

4.1. Recipient anonymity and indistinguishable
replies

Mixminion allowsAlice to sendmessagesto Bob in one
of threeways:

1. Forward messageswhereonly Alice remainsanony-
mous.

2. Dir ect Reply messageswhere only Bob remains
anonymous.

3. Anonymized Reply messageswhereAlice and Bob
remainanonymous.

The fact that forward messagesare indistinguishable
from replies,however, makes it more dif�cult to prevent
tagging attacks. Sincethe authorof a SURB cannotpre-
dict the messagethat will be attachedto it, a hashof the
entiremessagecannotbeincludedin theSURB.Therefore,
sincewe chooseto make forwardmessagesandrepliesin-
distinguishable,wecannotincludehashesfor forwardmes-
sageseither. Taggingattacks,andour approachto prevent-
ing them,arediscussedin moredetail in Section4.2.

Messagesarecomposedof a headersectionanda pay-
load. We divide a message's path into two legs, andsplit

1Notethatrepliesarestill weaker thanforwardmessages:anadversary
can successively force intermediatemixes to reveal the next hop of the
replyblockuntil its originatoris reached.
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theheadersectioncorrespondinglyinto amainheaderanda
secondaryheader. Eachheaderis composedof upto 16sub-
headers,onefor eachhopalongthe path. Eachsubheader
containsa hashof the remainderof its headerasseenby
that mix, so we cando integrity-checkingof the path(but
not thepayload)within eachleg. Eachsubheaderalsocon-
tains a mastersecret,usedto derive a symmetrickey for
decryptingthe restof the message.To make surethat the
hashmatcheseventhougheachhopmustrepadtheheader
to maintainconstantmessagelength,we needto addpre-
dictablepaddingto theendof theheader:themix appends
anappropriatenumberof zerobits to theheaderaftermes-
sagedecryption,anddecryptsthosealso. A securityproof
for a simpli�ed versionof this approachis givenin [25].

Each subheaderalso includesthe addressof the next
nodeto whichthemessageshouldbeforwarded,alongwith
its expectedsignature(identity) key �ngerprint — themix
refusesto deliver themessageuntil thenext hophasproved
its identity.

For forward messages,Alice provides both legs. For
anonymousreplies,Alice usesBob'sreplyblockasthesec-
ondleg,andgeneratesherown pathfor the�rst leg. To send
a direct reply, Alice canusean emptysecondleg, or send
the reply block andmessageto a mix that canwrap them
for her. Figure1 illustratesthethreeoptions.

WhenAlice createsher message,sheencryptsthe sec-
ondaryheaderwith a hashof her payload(as well as the
usuallayeredonionencryptions).Alice'smessagetraverses
themix-net asnormal(every hoppulls off a layer, veri�es
the hashof the currentheader, andputssomejunk at the
endof the header),until it getsto a hop that is marked as
a crossover point. This crossover point performsa “swap”
operation: it decryptsthe secondaryheaderwith the hash
of the currentpayload,and then swaps the two headers.
The swap operationis detailedin Figure2 — speci�cally,
the normal operationsdoneat every hop are thoseabove
the dottedline, and the operationsperformedonly by the
crossover point are thosebelow the dotted line. We use
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a keyed encryptionprimitive, labeled“LBC” (for Large-
Block Cipher), to encryptthe secondheaderand the pay-
load.Thisprimitiveneedsto havecertainproperties:

� TheLBC operationmustpreserve length.

� Without knowing the key, it shouldbe impossibleto
recognizethe decryptionof a modi�ed block, or to
predict the effect of a modi�cation on the decrypted
block.

� The decryptionand encryptionoperationsshouldbe
equallysecurewhenusedfor encryption.

To ful�ll the above requirementswe use a variable-
lengthblock cipheradaptedto thelengthof thepayload—
thatis,acipherthatactsasapermutationonablockthesize
of its input (a headeror thepayload).Onecandidateis LI-
ONESS[2]. Thecryptographicpropertyrequiredis thatof
a super-pseudo-randompermutation(a.k.a.strongpseudo-
randompermutation)or SPRP[20].2 Thusif any bit of the
encryptedmaterialis changed,thedecryptionwill look like
randombits. An SPRPis alsoequallysecurein theencryp-
tion anddecryptiondirections.In thefollowing section,we
describehow thisapproachhelpsprotectagainsttagging.

4.2 Defensesagainsttaggingattacks

To motivate the Mixminion design,we describean at-
tack that works againstmany mix-net protocols,including
MixmasterandBabel.

A tagging attack is anactive attackin which a message
is modi�ed by alteringpart of it (for exampleby �ipping

2Theweaker PRPpropertymaybesuf�cient, giventhatpreventingre-
playslimits thenumberof oraclequeriesto 1; thiswill needfurtheranaly-
sis. In thatcasethesimplerBEAR construction[2] couldbeusedinstead
of LIONESS.

bits) so that it canbe recognizedlater in the path. A later
mix controlledby the attacker can recognizetaggedmes-
sagesbecausethe headeror thebody doesnot conformto
theexpectedformatwhendecrypted.Also, the �nal recip-
ient canrecognizea taggedmessagefor which thepayload
hasbeenaltered.Thus,anattacker canusetaggingto trace
a messagefrom thepoint at which it is taggedto thepoint
at which thecorruptedoutputappears.

Checkingtheintegrity of hopheadersindividually is not
suf�cient to preventtaggingattacks.For example,in Mix-
mastereachhopheadercontainsahashof theother�elds in
thatheader[26]. Eachmix in thepathchecksthe integrity
of its own headeranddropsthemessageimmediatelyif it
hasbeenaltered.However, anattackingmix canstill altera
headerthatwill bedecryptedonly afterseveralmorehops,
andsotaggingattacksarestill possible.

Themoststraightforwardway to preventtaggingattacks
is to verify theintegrity of thewholemessageateveryhop.
For forward messages,then, the paddingaddedto a mes-
sagemustbe derived deterministically, so that it is possi-
ble to calculateauthenticationtagsfor the whole message
at eachhop. But the situationbecomesmorecomplicated
whenreply messagesareintroduced– thepayloadandthe
reply block are createdby different users. It is impossi-
ble for the creatorof the SURB to includein the headera
checksumof a messagehe doesnot yet know. Therefore
conventionaltechniquessuchassemanticallysecureor ran-
domizedencryption,that make surean adversarydoesnot
gainany informationbysendingmalformedmessagesto the
mix (sincethe mix actsasa decryptionoracle),cannotbe
used.

Mixminion usesahybridstrategy to protectagainstsuch
attacks: we use cryptographicchecksumsto protect the
headers,andthe “swap” stepdescribedabove insuresthat
the addressinginformationcontainedin the headersis de-
stroyedif thepayloadis modi�ed by anadversary.

If the Mixminion designdid not requirethe crossover
point, an adversarycouldmounta taggingattackby mod-
ifying thepayloadof a forwardmessageasit leavesAlice
and recognizingit later when it reachesBob. For exam-
ple, if ourencryptionmechanismwereanordinarycounter-
modecipher, anadversarymight altera speci�c bytein the
payloadof a messageenteringthe mix-net. Sincemany
of the outgoingmessageswill be in part predictable(ei-
therentirelyplaintext, or with predictablePGPheaderma-
terial), the adversarycould later observe messagesexiting
the mix-net andlook for payloadsthat have a correspond-
inganomalyatthatbyte.OtherciphermodessuchasCipher
Block Chaining(CBC)presentcomparableproblems,since
whole blockswould look like randombytesinsteadof the
normalpayload.

We usea large-blockcipherasdescribedin theprevious
sectionto minimizetheamountof informationanadversary



canlearnfrom tagging.If hetagsa messageleaving Alice,
the payloadwill be entirely randomwhen it reachesBob.
Thus,anadversarywhotagsamessagecanatworstturnthe
correspondingpayloadinto trash(pseudorandombit strings
entirelyunpredictableto theattacker).

We brie�y consideredintroducingcover-trash, dummy
messagesdesignedto look liketaggedmessages,to frustrate
thesetaggingattacks;but thatproblemis ascomplex asthe
dummytraf�c problem[5]. Instead,weusethe“swap” step
at thecrossover point to preventtheattacker from learning
informationfrom taggingattacks.Thesecondheaderof the
message,whichcontainsthepathto the�nal destinationof
theforwardpath,is encryptedby thesenderwith thehashof
thepayloadthat is to arriveat themix. Themix thenneeds
to performthedecryptionandswapthe �rst headerfor the
secondone.Oursecurityargumenthasthreecases:

� Forwardmessages:if themessageis taggedduringthe
�rst leg, thesecondheaderis unrecoverable,andsothe
adversarycannotlearnthe intendeddestinationof the
message.If the messageis taggedduring the second
leg, thenthe�rst leg hasalreadyprovidedanonymity,
andsotheadversarycannotlearnthesender.

� Direct reply messages:sincethedecryptionalgorithm
providessecrecy equivalentto encryption,theeffect is
similar to encryptingthepayloadat eachstepalonga
replyblock. Only therecipientcanlearn,afterpeeling
off all layers,whetherthe messagehasbeentagged.
Thus taggingattacksare uselessagainstdirect reply
messages.

� Anonymized reply messages:as with forward mes-
sages,if the�rst leg is taggedthesecondheaderis un-
recoverable— soanadversarywill neverlearnthatthe
messagewasaddressedto a reply block. And aswith
direct reply messages,only the recipientcan learn if
thesecondleg is tagged.

While direct reply messagesdo not needa crossover
point in thepath(theadversarycannever observe his tag),
forward messagesstill needa crossover point to prevent
end-to-endtagging. But sincethe �rst leg eitherprovides
suf�cient anonymity or destroys the informationaboutthe
secondleg, the secondleg in a forward messagecan be
short. At the extreme,the �rst hop in the secondheader
coulddirectly specifythemessagerecipient.However, the
choiceof crossoverpoint canstill revealinformationabout
the intendedrecipient(imaginethat somemixes only al-
low outgoingmail to local addresses;if sucha nodegetsa
crossovermessagethathasbeentrashed,it mightguessthat
the recipientis oneof the local addresses),andso we rec-
ommendthatthesecondleg beat leasta few hopslong. We
usea pathlengthof 4 hopsperleg, but with only 2 hopsin
thesecondleg of a forwardmessage.

It is worthnotingthatwhile semanticallysecureencryp-
tion cannotbeuseddirectly to solvetheproblemof tagging
attacksin Mixminion, the structureof the operationsper-
formed on the messageas it travels throughthe network
is similar to theLuby-Rackoff [20] structure.In particular
thefactthattheheaderdependson thebodyandviceversa
makessurethat if themessageis taggedin any way it will
becomeentirely differentfrom what wasintended,andits
contentswill provide no informationat all to an attacker.
Mixminion is the�rst system,to ourknowledge,to achieve
thispropertyby distributingtheoperationof acipheracross
many nodesof a mix network.

No mix exceptthecrossover point cangetany informa-
tion distinguishingforward messagesfrom replies. While
thecrossover point cannotbe certainwhetherthemessage
thatit is processingis a forwardmessageor a reply, it does
gain partial information becausecrossover points are less
frequenton forwardpaths,andthereforea messagewhich
is crossing-over is morelikely to bea replymessage.

4.3. Multiple­messagetaggingattacks

Theabovedesignis still vulnerableto a subtleanddan-
gerousattack.If Alice sendsagroupof messagesalongthe
samepath,theadversarycantagsomeof thosemessageas
they leave Alice, recognizethepattern(numberandtiming
of taggedand untaggedmessages)at the crossover point,
andobserve wherethe untaggedonesgo. With someas-
sumptionsaboutouradversary, wecanreducethisattackto
atraf�c con�rmationattackwe'realreadywilling to accept:
whenAlice sendsa bunchof messages,the adversarycan
countthemandlook for thepatternlater. He canalsodrop
someof themandlook for resultingpatterns.

The adversarycan only recognizea tag if he happens
to own the crossover point that Alice chooses.Therefore,
Alice picks � crossover pointsfor hermessages;3 to match
a tag signaturewith certainty, an adversarywould have to
own all � crossoverpoints.(And eventhen,it seemsharder
asthesubsetsof her messageswould overlapwith subsets
of messagesfrom othersenders.)

The key hereis that whenthe adversarydoesn't own a
given crossover point, taggingmessagesdestinedfor that
crossover is equivalent to droppingthem. The crossover
point in questionsimply doesn't deliver themessageto the
secondleg. Therefore,if the adversarydoesn't own most
of the crossover points that Alice chooses,a successful
multiple-messagetaggingattackseemsinfeasible.Weleave
asecurityanalysisof themultiple-pathsideato futurework,
but seeSection8.

3We canprevent the adversaryfrom usingdivide-and-conqueron Al-
ice's groupingsif Alice usesa hybrid pathstartingwith a shortcascade
— soevenif theadversarytagsa subsetof themessageshedoesn't know
(unlessheownsthewholecascade)thegroupingsof taggedmessages.



5. Other designdecisions

5.1. Forward securelink encryption and its bene�ts

Unlike remailerTypesI andII thatusedSMTP[33] (or-
dinary Internete-mail) astheir underlyingtransportmech-
anism, Mixminion clients and nodescommunicateusing
a forward secureencryptedchannelbasedon TLS [10].
TLS allows the establishmentof an encryptedtunnel us-
ing ephemeralDif �e-Hellman key negotiation. In orderto
guaranteethat the receiving endis theoneintendedby the
creatorof theanonymousmessage,thereceivingnodesigns
the ephemeralkey. As soonasa sessionkey hasbeenes-
tablished,thepartiesdestroy their Dif �e-Hellman keys and
beginsendingmessagesthroughthetunnel.After eachmes-
sage,thepartiesperformastandardkey updateoperationto
generatea freshsessionkey anddeletethe old key mate-
rial. Key updatesdon't requireany asymmetricencryption
techniques,andsoarerelatively fast.

Thepurposeof link encryptionis to provide forwardse-
crecy: oncetheephemerallink keys have beendeleted,not
eventhenodesthatexchangemessagescandecryptor rec-
ognizemessagesthat might have beeninterceptedon the
links. This makes it impossibleto comply with demands
for decryptionof pasttraf�c that might be served in some
jurisdictions,andlimits theimpactof servercompromiseon
theanonymity of messagesalreadydelivered.Evenif anat-
tackermanagesto getholdof thesessionkey ataparticular
point hewould have to observe all subsequenttraf�c to be
ableto updatehis key appropriately.

Additionally link encryptionmakes active and passive
attackson the network links moredif�cult. Sincea mes-
sagetells eachmix theidentity of its successorin thepath,
it is dif�cult for an attacker to mounta man-in-the-middle
attackto modify messages,inject messagesto a nodeas
if they werepart of the normalcommunications,or delete
messages.An additionalheartbeatsignalin theTLS tunnel
couldbeusedto complicatemessagedelayingattacks.

The encryptedchanneloffers only limited protection
againsttraf�c analysis. Encryptedlinks betweenhonest
nodespreventanadversaryfrom recognizingevenhis own
messages,but without link padding,he can still measure
how muchtraf�c is beingtransmitted.

As a fringe bene�t, usinga separatelink protocolmakes
it easierto deploy relay-onlymixes— suchnodessimply
omit SMTPsupport,asthenext sectiondiscusses.

5.2. Messagetypesand delivery modules

Oncea Mixminion packet reachesthe �nal mix in its
path, it must either be deliveredto its intendedrecipient,
droppedif it is an intra-network dummymessage,or pro-
cessedfurther if it is a remixed Type II packet. In order

to supportdifferentkindsof delivery, theheaderincludesa
typecodefor theactionto betakento deliver themessage.
A few types— suchas`dummy', `SMTP', and`localdeliv-
ery' — arespeci�ed asa part of the Mixminion standard.
Othersmay be addedby future extensionsto implement
abuse-resistantexit policies(seeSection5.3), to adminis-
ter nymservers(seeSection7), to publishanonymouslyto
Usenet,to relaymessagesto older remailers,or to support
otherprotocols.

Nearly all delivery methodsrequireadditionalinforma-
tion beyond themessagetypeandits payload.The SMTP
module,for example,requiresamailbox.4 This information
is placedin avariable-lengthannex to the�nal subheader.

Thetypeseachmix supportsaredescribedin a capabil-
ity block, which alsoincludesthemix's address,long-term
(signing)public key, short-term(messagedecryption)pub-
lic key, remixing capability, andbatchingstrategy. Mixes
sign thesecapabilityblocksandpublishthemon directory
servers(seeSection6). Clientsdownloadthis information
from thedirectoryservers.

The possibility of multiple delivery methodsdoesn't
comefree: their presencemayfragmenttheanonymity set.
For example,if therewere� vewaysto sendanSMTPmes-
sageto Bob, an attacker could partition Bob's incoming
mail by guessingthatoneof thosewaysis Alice's favorite.
An active attacker couldeven lure usersinto usinga com-
promisedexit nodeby advertisingthat nodeassupporting
a rarebut desirabledelivery method. We believe theseat-
tacksdo not provide an argumentagainstextensibility per
se, but ratherargueagainstthe proliferationof redundant
extensions,andagainsttheuseof rareextensions.

5.3. Exit policiesand abuse

One importantentry in a node's capability block is its
exit policy, thatdescribesto which addressesandby which
methodsa mix nodeis preparedto deliver messages.Exit
abuseis aseriousbarrierto wide-scaleremailerdeployment
— rareindeedis thenetwork administratortolerantof ma-
chinesthatpotentiallydeliverhatemail.

Ononeendof thespectrumareopenexit nodesthatwill
deliver anywhere; on the other end are middlemannodes
that only relay traf�c to other remailernodes,andprivate
exit nodesthatonly deliver locally. More generally, nodes
cansetindividual exit policiesto declarewhich traf�c they
will deliver: somemay allow traf�c only for local users;
othersmayrequireotherformsof traf�c authentication[38].

Preventingabuseof openexit nodesis anunsolvedprob-
lem. If receiving mail is opt-in,anabusercanforgeanopt-
in requestfrom his victim. Indeed,requiringrecipientsto

4A mailboxis the canonicalform of the “user@domain ” partof an
e-mail address.Mixminion usesonly mailboxes in the protocol,because
theotherpartsof ane-mailaddresscoulddiffer amongsenderswhoobtain
anaddressfrom differentsources,thusleadingto smalleranonymity sets.



declaretheir interestin receiving anonymousmail is risky
— humanrightsactivistsin Guatemalacannotbothsignup
to receive anonymousmail andalsoretainplausibledenia-
bility. Similarly, if receiving mail is opt-out,anabusercan
deny serviceby forginganopt-outrequestfrom alegitimate
user. We usea compromise,whereall usersareassumed
to want to receive mail, but eachMixminion messagear-
riveswith instructionson how to opt out. Speci�cally, the
messageincludesa secretthat must be usedto authorize
theopt-out.Thusadversarieswho cannotreadthevictim's
mail cannotforge an opt-outrequest.(We believe that re-
strictingourselvesto suchadversariesis reasonable.After
all, adversariesstrongenoughto readthevictim's mail can
probablydeny serviceto him in someotherway. Usersmay
alsoavoid this attackby runningtheir own `delivery-only'
nodes,whichwould amountto animplicit opt-in.)

Of course,a mixture of openand restrictedexit nodes
will allow the most �e xibility for volunteers running
servers. But while a large numberof middlemannodesis
usefulto provide a largeandrobustnetwork, a smallnum-
berof exit nodesstill simpli�es traf�c analysis.In theseat-
tacks,theadversaryobservesbotha suspecteduserandthe
network'sexit nodesandlooksfor timing or packetcorrela-
tions.Thefewerexit nodesin thesystem,theeasierit is for
anattacker to observe themall. Thus,thenumberof avail-
ableopenexit nodesremainsa limiting securityparameter
for theremailernetwork.

5.4.Replayprevention,messageexpiration, andkey
rotation

Mixmaster offers rudimentary replay prevention by
keepinga list of recentmessageIDs. To keep the list
from getting too large, it expires entries after a server-
con�gurable amountof time. But if an adversaryrecords
the input and output batchesof a mix and then replaysa
messageafter themix hasforgottenaboutit, themessage's
decryptionwill beexactly thesame.Thus,Mixmasterdoes
notprovide theforwardanonymity thatwe want.

Chaum�rst observedthis attackin [7], but his solution
(which is proposedagainin Babel5) — to includein each
messagea timestampthat describeswhenthat messageis
valid — alsohasproblems.Speci�cally, it introducesanew
classof partitioningattacks,wheretheadversarycandistin-
guishandtrackmessagesbasedontimestamps.If messages
haveshortlifetimes,thensomelegitimatemessageswill ex-
pirebeforethey canbedelivered.But if messageshavelong
lifetimes, thenmessagesneartheir expiration datewill be

5Actually, Babelis vulnerableto amuchmoredirecttimestampattack:
eachlayerof theonionincludes“the numberof secondselapsedsinceJan-
uary1, 1970GMT, to themomentof messagecompositionby thesender.”
Few peoplewill becomposinga messageon a givensecond,soanadver-
saryowningamix atthebeginningof thepathandanotherattheendcould
trivially recognizeamessage.

rare,andanadversarycanexploit this factby intentionally
delayingamessageuntil nearits expirationdate.If heowns
a mix later in thepathhecanrecognizethemessageby its
unusuallylateexpirationdate.

Oneway of addressingthis partitioningattackis to add
dummytraf�c so that it is lessrarefor messagesto arrive
neartheirexpirationdate,but dummytraf�c is still notwell-
understood.Anotherapproachwouldbeto addrandomval-
uesto theexpirationdateof eachmix in thepath,soanad-
versarydelayingamessageat onemix cannotexpectthatit
is now nearto expiring elsewherein thepath;but thisseems
opento statisticalattacks.

Weuseacompromisesolutionthatstill providesforward
anonymity. Messagesdon't containany timestampor expi-
rationinformation.As in Mixmaster, eachmix keepshashes
of theheadersof all messagesit hasprocessed;but unlike
Mixmaster, a mix only discardsthesehasheswhen it ro-
tatesits public key. Mixesshouldchoosekey rotationfre-
quency basedon their securitygoalsandon thenumberof
hashesthey arewilling to store,andadvertisetheirkey rota-
tion schedulesalongwith theirpublickey information.(See
Section6.)

Note that this solution doesnot entirely solve the par-
titioning problem— nearthe time of a key rotation, the
anonymity set of messageswill be divided into those
senderswho knew aboutthekey rotationandusedthenew
key, andthosewho did not. Also notethatwhile key rota-
tion andlink encryption(seeSection5.1)bothprovide for-
wardsecurity, their protectionis not redundant.With only
link encryption,anadversaryrunningonemix couldcom-
promiseanotheranduseits privatekey to decryptmessages
previously sentbetweenthem.Key rotationlimits thewin-
dow of opportunityfor this attack.

6. Dir ectory Servers

The Mixmasterprotocol doesnot specify a meansfor
clients to learnthe locations,keys, capabilities,or perfor-
mancestatisticsof mixes. Several ad hoc schemeshave
grown to �ll that void [30], but aswe explain below, it is
importantthatall clientslearnthis informationin thesame
way. (Omitting directoryserversis not an option: without
timely information,clientscannotrespondto changesin the
setof mixes,or to changesin mix keys.) Herewe describe
Mixminion directory servers and examine the anonymity
risksof suchinformationservices.

In Mixminion, a group of redundantdirectory servers
provide clients informationaboutnodes'currentkeys, ca-
pabilities,andstate. Thesedirectoryserversmustbe syn-
chronizedand redundant:we losesecurityif clientshave
differentinformationaboutnetwork topologyandnodereli-
ability. An adversarywho controlsa directoryserver could
track certainclientsby providing differentinformation—



perhapsby listing only mixesunderits control, or by in-
formingonly certainclientsaboutagivenmix.

Moreover, an adversarywithout control of a directory
servercanstill exploit differencesamongclientknowledge.
If Eve knows thatmix � is listedon server ��� but not on

��� , shecanusethis knowledgeto link traf�c through �

to clientswho have queried � � . Eve canalsodistinguish
traf�c basedonany differencesbetweenclientswhousedi-
rectoryserversandthosewho don't, betweenclientswith
up-to-datelistingsandthosewith old listings,and(if thedi-
rectoryis largeandsois givenoutin pieces)betweenclients
whohavedifferentsubsetsof thedirectory.

So it is not merely a matterof conveniencefor clients
to retrieve up-to-datemix information. We mustspecifya
directoryserviceasa part of our standard.ThusMixmin-
ionprovidesprotocolsfor mixesto advertisetheircapability
certi�catesto directoryservers,andfor clientsto download
completedirectories.6 Directory serverswork togetherto
ensurecorrectand completedataby successively signing
certi�cate bundles,so userscan be surethat a given mix
certi�catehasbeenseenby athresholdof directoryservers.
While we requirestrongersynchronizationandtrustfor the
directoryservers,we believe this is realisticbecausethere
will be far fewer of themthanmix nodes,andthey will be
muchmorestatic.

But evenif client knowledgeis uniform,anattacker can
mount a trickle attack by delayingmessagesfrom Alice
at a compromisednodeuntil the directoryserversremove
somemix � from their listings— hecanthenreleasethe
delayedmessagesandguessthat any messagesstill using

� are likely to be from Alice. An adversarycontrolling
many nodescanlaunchthis attackeffectively. Thusclients
shoulddownloadnew informationregularly, but wait for a
giventimethreshold(say, anhour)beforeusingany newly-
publishednodes.Dummytraf�c to old nodesmayalsohelp
thwart trickle attacks.

Directory serverscompilenodeavailability andperfor-
manceinformationby sendingtraf�c throughmixesin their
directories. This is currently similar to the current ping
servers[30], but in the future we can investigateintegrat-
ing more complex andattack-resistantreputationmetrics.
But eventhis reputationinformationintroducesvulnerabil-
ities: for example,an adversarytrying to do traf�c analy-
sis canget moretraf�c by gaininga high reputation[11].
We candefendagainsttheseattacksby building pathsfrom
a suitably large pool of nodes[12] to boundthe probabil-
ity that an adversarywill control an entirepath,but there

6Werecommendagainstretrieving anything lessthanacompletedirec-
tory. Evenif clientsusethemix-netto anonymouslyretrievearandomsub-
setof thedirectory, anadversaryobservingthedirectoryserversandgiven
two hopsin amessage's pathcantake theintersectionover recentlydown-
loadeddirectorysubsetsto guessthe remaininghopsin the path. Private
InformationRetrieval [21] maydown theroadallow clientsto ef�ciently,
securely, andprivatelydownloadasubsetof thedirectory.

will alwaysbeatensionbetweengiving clientsaccurateand
timely informationandpreventingadversariesfrom exploit-
ing thedirectoryserversto manipulateclientbehavior.

7. Nym management and single-use reply
blocks

Current nymservers, such as nym.alias.net [22],
maintainasetof � mailbox� replyblock� pairsto allow users
to receivemail withoutrevealingtheiridentities.Whenmail
arrives to <bob@nym.alias.net> , the nymserver at-
tachesthepayloadto theassociatedreply block andsends
it off into the mix-net. Becausethesenymserversusethe
TypeI remailernetwork, thesereplyblocksarepersistentor
long-livednyms— themix network doesnotdropreplayed
messages,sothereply blockscanbeusedagainandagain.
Replyblockmanagementis muchsimplerin thismodelbe-
causeusersonly needto replacea reply block whenoneof
thenodesit usesstopsworking.

TheMixminion designprotectsagainstreplayattacksby
droppingmessageswith repeatedheaders— so its reply
blocks are necessarilysingle-use. Nonetheless,thereare
still a numberof approachesfor building nymserversfrom
single-usereply blocks.

In the �rst approach,nymserverskeepa stockof reply
blocksfor eachmailbox,andusea new reply block �
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eachincomingmessage.SupposeAlice wantsto registera
pseudonym � with signatureandveri�cation keys ��������� �"!

with theNym server in orderto receivemessagesfrom Bob.
In thiscase,thepartiescommunicateasfollows:
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As long as the owner of the pseudonym keeps the
nymserver well-stocked, no messageswill be lost. But it
is hardfor theuserto know how many new reply blocksto
send;indeed,underthisapproach,anattackercandeny ser-
vice by �ooding themailboxto exhausttheavailablereply
blocksandblock furthermessagesfrom gettingdelivered.

A morerobustdesignusesa protocolinspiredby e-mail
retrieval protocolssuchasPOP[27]: messagesarrive and
queueat the nymserver, and the userperiodically checks
the statusof his mail andsendsa suf�cient batchof reply
blockssothenymservercandeliver thatmail. In this case,
thepartiescommunicateasfollows:
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In this case,thenymserverdoesn't needto storeany re-
ply blocks. Theabove �ooding attackstill works,but now
it is exactly like �ooding a normalPOPmailbox, and the
usualtechniques(suchasallowing theuserto deletemails
at theserveror specifywhichmailsto downloadandlet the
othersexpire) work �ne. Theusercansenda setof indices
to theserveraftersuccessfullyreceiving somemessages,to
indicatethatthey cannow bedeleted.

Of course,thereare different legal and securityimpli-
cationsfor the two designs.In the �rst design,no mail is
storedon theserver, but it mustkeepvalid reply blockson
hand. The secondcaseis in somesensemore securebe-
causetheserver neednot storeany reply blocks,but it also
createsmoreliability becausetheserverkeepsmail for each
recipientuntil it is retrieved. Theownerof thepseudonym
couldprovideapublickey thatthenymserverusesto imme-
diately encryptall incomingmessagesto limit the amount
of time thenymserverkeepsplaintext messages.

The bestimplementationdependson the situationsand
preferencesof the volunteersrunningthe nymservers. We
hopethataswe gainmoreexperiencewith their needsand
the needsof their users,we will converge on a suitable
model.

8. Maintaining anonymity sets

8.1. Batching Strategy

Low-latency systemslike OnionRoutingaim to provide
anonymity againstan adversarywho is not watchingboth
Alice andBob [39]. If theadversarywatchesboth,hecan
for instancecount packets and observe packet timing to
becomecon�dent that they are communicating. Because
Mixminion aimsto defeatevena globalpassive adversary,
wemustaddressthis end-to-endtiming vulnerability.

Further, becauseour adversarycansendanddelaymes-
sages,he canmanipulatethebatchof messagesenteringa
mix so the only messageunknown to him in the batchis
thetargetmessage.Thisapproachis known astheblending
attack becausethe adversaryblendshis own recognizable
messageswith the honestmessagesin the batch[36]. By
repeatedlyattackingeachmix in thepath,theadversarywill
link Alice andBob.

Mixminion nodesuse a timed dynamic-poolbatching
strategy [36] adaptedfrom Mixmaster. Ratherthan sim-
ply processingeachmessageassoonasit arrives,eachmix
keepsa pool of messages.New messagesarrive, are de-
crypted,andenterthepool. Themix �res every Z seconds,
butonly if thepoolcontainsatleastathresholdof messages.
If themix �res, it randomlychoosesa constantfractionof
thepoolmessages(say, 60%)to deliver.

Sincethe numberof messagesdeliveredeachround is
basedon therateof incomingmessages,anattackercannot

over�ow thepoolwith sustained�ooding. Thesemixesalso
increasethecostof theblendingattack: while thenumber
of messagescomingout increasesasthe rateof incoming
messagesincreases,thechancethatany givenmessagewill
leavethepool remainsconstant.Thusit is impossibleto ar-
rangeto completely�ush the mix with high probability in
one�ush. An adversaryis forcedto spendmultiple inter-
vals (andthusdelayothermessagesfor considerabletime)
�rst to �ush theoriginalhonestmessagesfrom themix, and
againto �ush thetargetmessagefrom themix. This delay
canbenoticedby theothermixes,becausethey communi-
cateoverTLS with aheartbeatto detectdelays.

This batchingstrategy also increasesthe cost of inter-
sectionattacksby providing largeanonymity setsfor each
messagein thenetwork. Becauseamessagecouldplausibly
havebeenheldin apool for severalroundsat eachmix, the
setof possiblesenderswhenBob receivesthe target mes-
sageis large.

8.2. Dummy policy

Dummy traf�c (sendingextra messagesthatarenot ac-
tually meantto bereador used,to confusetheadversary)is
anold approachto improving anonymity, but its ef�cacy is
still notwell analyzed.

One usefor dummiesis to weaken the intersectionat-
tack,perhapsby lettingmixesintroducedummiesaddressed
to actualusers.But to do this, eachmix mustknow all the
usersin the system: if a mix only deliversdummiesto a
subsetof the users,an adversarycandistinguishwith bet-
ter thanevenprobabilitybetweenadummyanda legitimate
message.While thereis someinitial researchon the sub-
ject [5], we currentlyknow no practicalway to usedum-
miesto provably helpagainstthe intersectionattack.Thus
Mixminion doesnot at presentincorporatedummiesto or
from users.

Instead,we incorporatemix-to-mix dummiesto weaken
theblendingattack.As describedin Section8.1above,our
timeddynamic-poolbatchingstrategy alreadyincreasesthe
costof the blendingattackbecausethe adversaryneedsto
keep�ushing themix until all honestmessagesareout —
but oncethe adversaryhasdoneso, he canbe certainthat
no honestmessagesremain. In thesecondphaseof theat-
tack,heagainneedsto �ush until thetargetmessagecomes
out, but onceit does,he canbe certainof recognizingit.
To preventthis, Mixminion employs thefollowing dummy
policy, assuggestedin [36]: eachtime themix �res, it also
sendsout a numberof dummieschosenfrom a geometric
distribution. Thesedummiestravel a numberof hopscho-
senuniformly between[ and \ . Theblendingattackis now
harder— theadversarycanno longersingleout the target
messagein the outgoingbatch,andso must track eachof
thedummiesalongwith theoriginal targetmessage.



During normal traf�c, thesedummieshave little effect
on anonymity. They aim to protectanonymity in timesof
low traf�c — eitherwhenthereareactuallyfew messages
goingthroughthemix, or whenmostmessagesarecreated
by theadversary.

8.3. Choosingpaths when transmitting many mes­
sages

WhenAlice (theownerof a pseudonym) downloadsher
mail from a nymserver, shewill likely receive many sep-
aratemessages.Similarly, if Alice usesMixminion as a
transportlayerfor higher-level applications,sendinga large
�le meanssendingmany Mixminion messages,becauseof
their �x ed size. Conventionalwisdom suggeststhat she
shouldpick a differentpathfor every message,but an ad-
versarythat owns all the nodesin any of the pathscould
learnher identity — without any work at all. Evenan ad-
versaryowningasmallfractionof thenetwork canperform
thisattack,sinceeachMixminion payloadis small.

Alice thusseemsmostlikely to maintainherunlinkabil-
ity by sendingall themessagesover thesamepath.On the
otherhand,apassiveadversarycanwatchthe�ood of mes-
sagestraversethatpath.

A compromiseapproachis to pick a small numberof
pathsandusethemtogether. By sendingout themessages
overtimeratherthanall atonce,andassumingmorepeople
thanjust Bob arereceiving many messages,thepool mixes
will createa largeanonymity setof possiblesenders.How-
ever, a completesolutionto the intersectionattackremains
anopenproblem.

9. Attacks and Defenses

Below we summarizea varietyof attacksandhow well
ourdesignwithstandsthem.

1. Mix attacks

� Compromisea mix. Messagestraversemultiple
mixes, so compromisinga single mix, even a
crossoverpoint,doesnotgainmuch.

� Compromisea mix'sprivatekey. Again,control-
ling a singlemix is of limited use.Further, peri-
odic mix key rotationlimits thewindow of time
in which to attackthenext mix in thetargetmes-
sage'spath.

� Replayingmessages. Mixes rememberheader
cryptographic checksumsof previously seen
messages;after key rotation theseold headers
canno longerbedecrypted.

� Delaying messages. The adversarycan delay
messagesandreleasethemwhencertainnetwork
parameters(eg traf�c volume)aredifferent.The
ef�cacy of this attackis poorly understood,but
it maywell bequitedamaging[36]. Imposinga
deadlineon transmissionat eachhop may help
[11].

� Dropping messages. The adversarycan drop
messageswith thehopethatuserswill noticeand
resend.If the usermustresend,sheshoulduse
thesamepath,to preventtheadversaryfromforc-
ing her onto an adversary-controlledpath (see
Section8.3).

� Tagging messages. Mixesdetectmodi�ed head-
ersimmediatelyusingchecksums.The payload
canstill betagged,but the“swap” stepalongwith
SPRPencryptionfrom Section4.1 provide pro-
tection.

� N ]^[ attack (trickle, �ooding) The “timed
dynamic-pool” batching strategy from Section
8.1,alongwith our dummypolicy, limits theef-
fectivenessof theseblendingattacks.

2. Passiveattacks

� Intersectionattack. Our dynamic-poolbatching
strategy from Section8.1 spreadsout the mes-
sagesover time, increasingthe set of possible
sendersfor agivenreceivedmessageandthusin-
creasingthecostof anintersectionattack.How-
ever, a completesolutionremainsanopenprob-
lem[5].

� Textual analysis. Mixminion provides location
anonymity, not data anonymity. Usersare re-
sponsiblefor makingsuretheir messagesdo not
reveal identifying information. Suchattacksare
practical, and thereforea real threat, as docu-
mentedin [34].

3. Exit attacks

� Partition traf�c by delivery method. We en-
couragerecipientsto useoneof only a few de-
livery methods,so we can maintain suf�cient
anonymity setsfor each.

� Partition traf�c by exit capabilities. Delivery
methodsshouldbestandardized;usersshouldbe
suspiciousof deliverymethodsonly offeredby a
few exit nodes.

� Usethe mix networkto sendhatemail, etc. We
allow recipientsto opt out of receiving further
mail. Still, we must have enoughnodesthat



canwithstandcomplaintsstemmingfrom abusive
email, or it will be too easyfor an adversaryto
monitorall exit nodesin thenetwork.

4. Dir ectory attacks

� Compromise a directory server. Identical di-
rectory listings are served by a small group of
servers and signedby all. We assumethat a
thresholdof thesedirectoryserverswill remain
honest.

� Exploitdifferencesin clientdirectoryknowledge.
By only updatingdirectory informationnightly,
by designingclient software to pull updatesas
soonaspossibleaftertheir release,andby ensur-
ing that clientshave theentiredirectory, we can
limit this attack.

� Delay mix messagesuntil directory information
changes. The fact that clientsdelay usingnew
information,alongwith dummytraf�c sentto de-
listeddestinationsandexpiredkeys, shouldmit-
igatethis attack.Again, imposinga deadlineon
transmissionateachhopmayhelpmore[11].

� Sign somebodyelse up as a mix. Signatures
on capabilityblockspreventothersfrom forging
blocksto thedirectoryservers.

� Flood thedirectorieswith nonfunctionalmix en-
tries; run highly reliablemixesto gain traf�c for
analysis;attack honestmixesto encourageusers
to startusingthedishonestones.Availability and
reliability statisticsshouldmitigatesomeof these
problems,but they introduceproblemsof their
own. They areanareaof activeresearch[11, 12].

10. Future Dir ectionsand Open Problems

Thisdesigndocumentrepresentsthe�rst stepin peerre-
view of theTypeIII remailerprotocol. Many of the ideas,
rangingfrom thecoredesignto peripheraldesignchoices,
needmoreattention:

� We needmoreresearchon batchingstrategiesthat re-
sist blendingattacks[36] as well as intersectionat-
tackson asynchronousfree routes[6]. In particular
the anonymity they provide during normal operation
or underattackmustbebalancedwith otherproperties
suchaslatency andreliability.

� We needa more thoroughinvestigationof multiple-
messagetagging attacksand an analysisof how to
safely choosepaths when sendingmany messages.
Whena messageto besentis largerthantheMixmin-
ion payloadsize,weneedastrategy to fragmentit and

reconstructit attherecipient'send.Wecanuseretrans-
missionstrategiesor forwarderrorcorrectioncodesto
recover if somemessagesarelost.

� Canwe keepthe indistinguishabilityof forwardmes-
sagesand repliesusing a simpler design? We need
to prove that our designprovidesbit-wiseunlinkabil-
ity betweenthe input bit-patternsof messagesandthe
messagescomingoutof thenetwork.

� Currently, reply messagescan be distinguishedfrom
plaintext forwardmessagesat theexit nodes:the for-
mer exit asencrypteddata,andthe latter do not. We
prevent further partitioning by arrangingencrypted
forwardmessagesto blendin with thereplymessages,
but eventhis degreeof distinguishabilityis unsettling.
Findingfurthermeansto mitigatethis problemwould
behelpful.

� A synchronousbatching approach,where messages
have deadlines for each hop, may allow easier
anonymity analysis, and may provide much larger
anonymity setsbecauseall messagesenteringthemix-
net in a given time interval are mixed together. A
cascadeis the simplestexampleof this approach,but
we should considermechanismsfor free-routesyn-
chronousmixes.Wecouldgreatlyimproveourprotec-
tionagainstmessagedelayingattacksandthepartition-
ingattacksdiscussedin Section5.4.Ontheotherhand,
thecostsaregreaternetworksynchronizationandover-
head,andlessmix operator�e xibility .

� We needstrongerintuition abouthow to usedummy
messages.Such messagescan be insertedbetween
nodesaslink padding,or asactualmulti-hopMixmin-
ion messages.We must develop a more analytically
justi�ed approachto determinewhich parties send
dummymessages,how many they send,andwhenthey
sendthem.

While many peoplehave speculatedabouttheben-
e�ts of dummytraf�c, we have not yet seenany con-
vincing analysis.For this reason,while Mixminion is
�e xible enoughto supportthem,weplanto leavedum-
miesoutof thedesign(otherthantheirminimal usein
Section8.1)until their effectsonanonymity arebetter
understood.

Wehaveworkingcodewhichimplementsmostof thede-
signsdescribedin this paper, with acceptableperformance
evenusing2048bit RSAkeys(800KBof messagespersec-
ond on a 1GHz Athlon). We invite interesteddevelopers
to join themixminion-dev mailing list andexaminethe
moredetailedMixminion speci�cation[24].
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